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Juval Löwy

—Rossen Totev, software architect/project lead
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“I attended both the Architect’s Master Class and the Project Design Master Class.
Before these two classes I had almost lost all hope of ever being able to figure out
why the eﬀorts of my team were never leading to a successful end, and I was struggling to find a working solution to stop the insane death march we were on. The
Master Classes opened my eyes to a world where software development is elevated
to the level of all other engineering disciplines and is conducted in a professional,
predictable, and reliable manner, resulting in high-quality working software developed on time and within budget. The knowledge gained is priceless! From revealing
how to create a solid and sound architecture, which withstands ever-changing user
requirements, to the intricate details on how to plan and guide the project to a successful end—all this was presented with expertise and professionalism that are hard
to match. Considering that every bit of distilled truth Juval shared with us in class is
acquired, tested, and proven in real life, it transforms this learning experience into
a powerful body of knowledge that is an absolute necessity for anyone who aspires
to be a Software Architect.”
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“The Project Design Master Class is a career-changing event. Having come from an
environment where deadlines and budgets are almost pathologically abused, having
the opportunity to learn from Juval was a godsend. Piece by piece he provided the
parts and the appropriate tools for properly designing a project. The result is that
costs and timelines are kept in check in the dynamic and even chaotic environment
of modern software development. Juval says that you are going to engage in asymmetric warfare against overdue and over cost, and you walk away truly feeling that
you have a gun to take to a knife fight. There is no magic—only the application of
basic engineering and manufacturing tenets to software—but you will go back to
your oﬃce feeling like a wizard.”
—Matt Robold, software development manager, West Covina Service Group
“Fantastic experience. Changed my way of thinking on how to approach software
development. I always knew some of what I was thinking was right with regard to
design and coding. I never could express it in words but now I have them. It not only
aﬀects my way of thinking about software design but also other types of design.”
—Lee Messick, lead architect
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“The software project I work on was plagued with breakneck deadlines for years.
Trying to understand software development methodologies and proper process felt
like an energy drain because I had to battle management’s unwillingness to change,
on top of meeting the unreasonable demands of my clients. I was fighting a war on
two fronts and felt hopeless. I felt like a rōnin. The Master Class provided a rush of
clarity I never knew existed. It taught the exact knowledge that I was searching for.
I learned profound techniques that transformed my understanding of how software
projects operate. I now have the tools to eﬃciently and eﬀectively navigate my project in a torrent of never-ending requirement changes. In a world of chaos this class
brought order. I am forever grateful to IDesign. My life will never be the same.”
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—Aaron Friedman, software architect

tio

“Life changing. I feel like a tuned piano after collecting dust for a couple of decades.”
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—Jordan Jan, CTO/architect

—Stoil Pankov, software architect
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“The course was amazing. Easily this was the most intense but rewarding week of
my professional life.”

—Kory Torgersen, software architect
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“Learning from Juval Löwy has changed my life. I went from being just a developer
to being a true software architect, applying engineering principals from other disciplines to design not just software, but also my career.”
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“The Architect Master Class is a life lesson on skills and design—which I took twice.
It was so transformational the first time I attended that I wished I had taken this
class decades back, when I started my career. Even taking it for the second time has
only gotten me to 25% because the ideas are so profound. The required brain rewiring and unlearning is really painful, but I needed to come back again with more of
my colleagues. Finally, every day that goes by I reflect back on what Juval said in
the classes and use that to help my teams implementing even the small things so that
we can all eventually call ourselves Professional Engineers. (P.S. I took 100 pages of
notes second time around!)”
—Jaysu Jeyachandran, software development manager, Nielsen
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“If you are frustrated, lacking energy, and demotivated after seeing and experiencing
many failed attempts of our industry, the class is a boost of rejuvenation. It takes
you to the next level of professional maturity and also gives you the hope and confidence that you can apply things properly. You will leave the Project Design Master
Class with a new mindset and enough priceless tools that will give you no excuse
to ever fail a software project. You get to practice, you get your hands dirty, you
get insight, and experience. Yes, you CAN be accurate when it is time to provide
your stakeholders with the cost, the time, and the risk of a project. Now, just don’t
wait for a company to send you to this class. If you are serious about your career,
you should hurry to take this or any IDesign Master Classes. It is the best selfinvestment you can make. Thank the entire great team of IDesign for their continuous eﬀorts in helping the software industry become a solid engineering discipline.”
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—Lucian Marian, software architect, Mirabel

—Alex Karpowich, software architect
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“As someone in their late twenties, relatively early in their career, I can honestly say
that this course has changed my life and the way I view my career path. I honestly
expect this to be one of the most pivotal points of my life.”
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“I wanted to thank you for a (professional) life-changing week. Usually I can’t sit at
class more than 50% of the time—it is boring and they don’t teach me anything I
couldn’t teach myself or already know. In the Architect’s Master Class I sat for nine
hours a day and couldn’t get enough of it: I learned what my responsibilities are as
an architect (I thought the architect is only the software designer), the engineering
aspect of software, the importance of delivering not only on time but also on budget
and on quality, not to wait to ‘grow’ to be an architect but to manage my career,
and how to quantify and measure what I previously considered as hunches. I have
much more insight from this week and many pieces are now in place. I can’t wait to
attend the next Master Class.”
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Hardly anyone gets into software development because they were forced into it.
Many literally fall in love with programming and decide to pursue it for a living.
And yet there is a vast gap between what most hoped their career would be like
and the dark, depressing reality of software development. The software industry
as a whole is in a deep crisis. What makes the crisis so acute is that it is multidimensional; every aspect of software development is broken:
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• Cost. There is weak correlation between the budget set for a project and what
it will actually cost to develop the system. Many organizations do not even try
to address the cost issue, perhaps because they simply do not know how, or
perhaps because doing so will force them to recognize they cannot aﬀord the
system. Even if the cost of the fi rst version of a new system is justified, often the
cost across the life of the system is much higher than what it should have been
due to poor design and an inability to accommodate changes. Over time, maintenance costs become so prohibitive that companies routinely decide to wipe
the slate clean, only to end up shortly thereafter with an equally or even more
expensive mess as a new system. No other industry opts for a clean slate on a
regular basis simply because doing so does not make economic sense. Airlines
maintain jumbo jets for decades, and a house can be a century old.
• Schedule. Deadlines are often just arbitrary and unenforceable constructs
because they have little to do with the time it takes to actually develop the
system. For most developers, deadlines are these useless things whooshing by
as they plow ahead. If the development team does meet the deadline, everyone

xxiii
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is surprised because the expectation is always for them to fail. This, too, is a
direct result of a poor system design that causes changes and new work to ripple
through the system and invalidate previously completed work. Moreover, it is
the result of a very ineﬃcient development process that ignores both the dependencies between activities and the fastest, safest way of building the system. Not
only is the time to market for the whole system exceedingly long, but the time
for a single feature may be just as inflated. It is bad enough when the project
slips its schedule; it is even worse when the slip was hidden from management
and customers since no one had any idea what the true status of the project was.
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• Requirements. Developers often end up solving the wrong problems. There is
a perpetual communication failure between the end customers or their internal
intermediaries (such as marketing) and the development team. Most developers
also fail to accommodate their failure to capture the requirements. Even when
requirements are perfectly communicated, they will likely change over time. This
change invalidates the design and unravels everything the team tried to build.
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• Staﬃng. Even modest software systems are so complex that they have exceeded
the capacity of the human brain to make sense of them. The internal and external complexity is a direct result of poor system architecture, which in turn leads
to convoluted systems that are very diﬃcult to maintain, extend, or reuse.
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• Maintenance. Most software systems are not maintained by the same people
who developed them. The new staﬀ does not understand how the system operates, and as a result they constantly introduce new problems as they try to solve
old ones. This quickly drives up the cost of maintenance and the time to market,
and leads to clean-slate eﬀorts or canceled projects.
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• Quality. Perhaps nothing is as broken with software systems as quality. Software
has bugs, and the word “software” is itself synonymous with “bugs.” Developers
cannot conceive of defect-free software systems. Fixing defects often increases
the defect count, as does adding features, or just plain maintenance. Poor quality is a direct result of a system architecture that does not lend itself to being
testable, understandable, or maintainable. Just as important, most projects do
not account for essential quality-control activities and fail to allocate enough
time for every activity to be completed in an impeccable manner.
Decades ago, the industry started developing software to solve the world’s problems. Today, software development itself is a world-class problem. The problems
of software development frequently manifest themselves in nontechnical ways
such as a high-stress working environment, high turnover rate, burnout, lack of
trust, low self-esteem, and even physical illness.
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None of the problems in software development is new.1 Indeed, some people have
spent their entire careers in software development without seeing software done
right even once. This leads them to believe that it simply cannot be done, and they
are dismissive of any attempt to address these issues because “that’s just the way
things are.” They may even fight those who are trying to improve software development. They have already concluded that this goal is impossible, so anyone who is
trying to get better results is trying to do the impossible, which insults their intellect.
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My own track record is a counterexample demonstrating that it is possible to
successfully develop software systems. Every project for which I was responsible
shipped on schedule, on budget, and with zero defects. I continued this record
after founding IDesign, where we have helped customers again and again deliver
on their commitments.
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This consistent, repeatable track record of success was no accident. My training
and schooling were in systems engineering, of both physical systems and software systems, and it was easy to recognize the similarities across the two worlds.
Applying practical principles to software design, ideas that are common-sense in
other engineering fields made sense in software systems, too. It never occurred
to me not to treat software development as engineering or to develop a system
without a design or without a plan. I saw no need to compromise on my conviction, or to give in to expediencies because doing the right things just worked, and
the appalling consequences of not doing so were plain to see. I was fortunate to
have great mentors, to be at the right place at the right time to see what worked
and what did not, to have the opportunity to participate early on in large critical
eﬀorts, and to be part of cultures of excellence.
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In recent years, I have noticed that the industry’s problems are getting worse.
More and more software projects fail. These failures are getting more expensive
in both time and money, and even completed projects tend to stray further afield
from their original commitments. The crisis is worsening not just because the
systems are getting bigger or because of the cloud, aggressive deadlines, or higher
rate of change. I suspect the real reason is that the knowledge of how to design
and develop software systems is slowly fading from within the development ranks.
Once, most teams had a veteran who mentored the young and handed down the
tribal knowledge. Nowadays these mentors have moved on or are retiring. In
their absence, the rank and file is left with access to infi nite information but zero
knowledge.
1. Edsger W. Dijkstra, “The Humble Programmer ACM Turing Lecture,” Communications of the ACM
15, no. 10 (October 1972) 859–866.
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I wish there was just one thing you could do to fi x the software crisis such as using
a process, a development methodology, a tool, or a technology. Unfortunately,
to fi x a multidimensional problem, you need a multidimensional solution. In this
book I oﬀer a unified remedy: righting software.
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In the abstract, all I suggest is to design and develop software systems using engineering principles. The good news is that there is no need to reinvent the wheel.
Other engineering disciplines are quite successful, so the software industry can
borrow their key universal design ideas and adapt them to software. You will see
in this book a set of fi rst principles in software engineering, as well as a comprehensive set of tools and techniques that apply to software systems and projects. To
succeed, you have to assume an engineering perspective. Ensuring that the software system is maintainable, extensible, reusable, aﬀordable, and feasible in terms
of time and risk are all engineering aspects, not technical aspects. These engineering aspects are traced directly to the design of the system and the project. Since the
term software engineer largely refers to a software developer, the term software
architect has emerged to describe the person in the team who owns all the design
aspects of the project. Accordingly, I refer to the reader as a software architect.
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The ideas in this book are not the only things you will need to get right, but they
certainly are a good start because they treat the root cause of the problems mentioned earlier. That root cause is poor design, be it of the software system itself
or of the project used to build that system. You will see that it is quite possible to
deliver software on schedule and on budget and to design systems that meet every
conceivable requirement. The results are also systems that are easy to maintain,
extend, and reuse. I hope that by practicing these ideas you will right not just your
system but your career and rekindle your passion for software development.

C

HOW THIS BOOK IS ORGANIZED
The book demonstrates a structured engineering approach to system and project
design. The methodology has two parts, reflected by the structure of this book:
system design (commonly known as architecture) and project design. Both parts
complement each other and are required for success. The appendices provide some
supplemental content to the main discussion.
In most technical books, each chapter addresses a single topic and discusses it in
depth. This makes the book easier to write, but that is typically not how people
learn. In contrast, in this book, the teaching is analogous to a spiral. In both parts
of the book, each chapter reiterates ideas from the previous chapters, going deeper
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xxvii

or developing ideas using additional insight across multiple aspects. This mimics
the natural learning process. Each chapter relies on those that preceded it, so you
should read the chapters in order. Both parts of the book include a detailed case
study that demonstrates the ideas as well as additional aspects. At the same time,
to keep the iterations concise, as a general rule I usually avoid repeating myself, so
even key points are discussed once.
Here is a brief summary of the chapters and appendices:
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Chapter 1, The Method
Chapter 1 introduces this key idea: To succeed, you must design both the system
and the project to build it. Both designs are essential for eventual success. You
cannot design the project without the architecture, and it is pointless to design
a system that you cannot build.
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Chapter 2, Decomposition
Chapter 2 is dedicated to decomposing the system into the components that
make up its architecture. Most people decompose systems in the worst possible
way, so the chapter starts with explaining what not to do. Once that is established, you will see how to correctly decompose the system, and learn a set of
simple analysis tools and observations that help in that process.
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Chapter 3, Structure
Chapter 3 improves on the ideas of Chapter 2 by introducing structure. You will
see how to capture requirements, how to layer your architecture, the taxonomy
of the components of the architecture, their interrelationships, specific classification guidelines, and some related issues such as subsystems design.
Chapter 4, Composition
Chapter 4 shows how to assemble the system components into a valid composition that addresses the requirements. This short chapter contains several of the
book’s key design principles, and it leverages the previous two chapters into a
powerful mental tool you will use in every system.
Chapter 5, System Design Example
Chapter 5 is an extensive case study that demonstrates the system design ideas
discussed so far. This fi nal iteration of the system design spiral presents an
actual system, aligns the system design with the business, and shows how to
produce the architecture and validate it.
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PART II: PROJECT DESIGN
Chapter 6, Motivation
Since most people have never even heard of—let alone practiced—project design,
this chapter introduces the concept and provides the motivation for engaging in
project design. This is iteration zero of the project design spiral.

ca

tio

n,
I

nc
.

Chapter 7, Project Design Overview
Chapter 7 provides a broad overview of how to design a project. It starts by
defi ning success in software development, and then presents the key concepts
of educated decisions, project staﬃ ng, project network, critical path, scheduling, and cost. The chapter covers most of the ideas and techniques used in
subsequent chapters, and it ends with an important discussion of roles and
responsibilities.

Pe

ar
s

on

Ed
u

Chapter 8, Network and Float
Chapter 8 dives into the project network and its use as a design tool. You will
see how to model the project as a network diagram, learn the key concept of
float, understand how to use floats in staﬃng and scheduling, and recognize
how floats relate to risk.
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Chapter 9, Time and Cost
Chapter 9 defi nes the possible tradeoﬀs between time and cost in any project
and prescribes ways to accelerate any project by working cleaning and correctly.
Beyond that, you will learn the key concepts of compression, the time–cost
curve, and the elements of cost.
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Chapter 10, Risk
Chapter 10 presents the missing element in most projects: quantified risk. You
will see how to measure and map risk to the time and cost concepts from the
previous chapter, and how to calculate risk based on the network. Risk is often
the best way of evaluating options and is a first-class planning tool.
Chapter 11, Project Design in Action
Chapter 11 puts all the concepts of the previous chapters into use via a systematic walkthrough of the steps involved in designing a project. While it has the
makings of an example, the objective is to demonstrate the thought process
used when designing a project, as well as how to prepare for review by business
decision makers.
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xxix

Chapter 12, Advanced Techniques
Following the spiral model of learning, this chapter oﬀers advanced techniques
and concepts. These techniques are useful in projects with all levels of complexity, from the simple to the most challenging. These advanced techniques
complement the previous chapters and each other, and you will often use them
in combination.
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Chapter 13, Project Design Example
Chapter 13 is the project design example corresponding to the system design
example of Chapter 5. It, too, is a case study demonstrating the end-to-end
process of designing a project. The focus in this chapter is on the case study and
less about the techniques.
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Chapter 14, Concluding Thoughts
This fi nal chapter takes a step back from the technical aspects of design and
oﬀers a collection of guidelines, tips, perspectives, and development process
ideas. It starts by answering the important question of when to design a project,
and it ends with the eﬀect project design has on quality.
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Appendix A, Project Tracking
Appendix A shows you how to track the project’s progress with regard to the
plan and how to take corrective actions when needed. Project tracking is more
about project management than it is about project design, but it is crucial in
assuring you meet your commitments once the work starts.
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Appendix B, Service Contract Design
The architecture itself is broad and coarse, and you have to design the details
of each of its components. The most important of these details is the service
contract. Appendix B points you toward the correct way of designing service
contracts. In addition, the discussion of modularity, size, and cost resonates
very well with most chapters in this book.
Appendix C, Design Standard
Appendix C is a consolidated list of the key directives, guidelines, and dos and
don’ts mentioned throughout this book. The standard is terse and is all about
the “what,” not the “why.” The rationale behind the standard is found in the
rest of the book.
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SOME ASSUMPTIONS

ABOUT THE
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While this book targets software architects, it has a much broader audience. I
assume that you, the reader, are an architect or senior software professional, a
project manager, or someone who wears multiple hats. That said, aspiring developers wanting to grow their skill set will benefit greatly from the book. Regardless
of your current position, this book will open doors for you through the rest of
your career. You may not be an accomplished architect when you fi rst pick up this
book, but you will be among the top in the world once you have read it and have
mastered the methodology.
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The techniques and ideas for the book apply regardless of programming language
(such as C++, Java, C#, and Python), platform (such as Windows, Linux, mobile,
on-premise, and cloud), and project size (from the smallest to the largest projects).
They also cross all industries (from healthcare to defense), all business models,
and company sizes (from the startup to the large corporation).

USE THIS BOOK

0

TO

20
2

WHAT YOU NEED
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The most important assumption I have made about the reader is that you care
about what you do, at a deep level, and the current failures and waste distresses
you. You want to do better but lack guidance or are confused by bad practices.
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The only prerequisite for this book is an open mind. Past failures and frustration
are a plus.
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CONVENTIONS USED

IN

THIS BOOK

C

The book uses the following typographic conventions:
Bold
Used for defi ning terms and concepts.
Directive
Used for fi rst principles, design rules, or key guidance and advice.
Reserved Words
Used for when referring to reserved words of the methodology.
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Note

xxxi

This text style indicates a general note.

Caution

This text style indicates a warning or caution.

ADDITIONAL ONLINE RESOURCES
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The web page for this book provides sample fi les, addenda, and errata. You can
access this page at the following address:
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http://www.rightingsoftware.org
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You will find the example files and related supporting material in this book under the
“Download Support Files” link.
For additional information about this book, go to
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informit.com/title/9780136524038.

You can also contact the author at this address:
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http://www.idesign.net

REGISTER YOUR PRODUCT
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Register your copy of Righting Software on the InformIT site for convenient access
to updates and/or corrections as they become available. To start the registration
process, go to informit.com/register and log in or create an account. Enter the
product ISBN (9780136524038) and click Submit. Look on the Registered Products
tab for an Access Bonus Content link next to this product, and follow that link to
access any available bonus materials. If you would like to be notified of exclusive
oﬀers on new editions and updates, please check the box to receive email from us.
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Software architecture is the high-level design and structure of the software system.
While designing the system is quick and inexpensive compared with building the
system, it is critical to get the architecture right. Once the system is built, if the
architecture is defective, wrong, or just inadequate for your needs, it is extremely
expensive to maintain or extend the system.
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The essence of the architecture of any system is the breakdown of the concept of the
system as a whole into its comprising components, be it a car, a house, a laptop, or a
software system. A good architecture also prescribes how these components interact
at run-time. The act of identifying the constituent components of a system is called
system decomposition.
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The correct decomposition is critical. A wrong decomposition means wrong architecture, which in turn inflicts a horrendous pain in the future, often leading to a
complete rewrite of the system.
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In years past, these building blocks were C++ objects and later COM, Java, or
.NET components. In a modern system and in this book, services (as in serviceorientation) are the most granular unit of the architecture. However, the technology used to implement the components and their details (such as interfaces,
operations, and class hierarchies) are detailed design aspects, not system decomposition. In fact, such details can change without ever aﬀecting the decomposition
and therefore the architecture.
Unfortunately, the majority, if not the vast majority, of all software systems are
not designed correctly and arguably are designed in the worst possible way. The
design flaws are a direct result of the incorrect decomposition of the systems.
This chapter therefore starts by explaining why the common ways of decomposition are flawed to the core and then discusses the rationale behind The Method’s
decomposition approach. You will also see some powerful and helpful techniques
to leverage when designing the system.

13
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AVOID FUNCTIONAL DECOMPOSITION
Functional decomposition decomposes a system into its building blocks based
on the functionality of the system. For example, if the system needs to perform
a set of operations, such as invoicing, billing, and shipping, you end up with the
Invoicing service, the Billing service, and the Shipping service.

PROBLEMS

WITH

FUNCTIONAL DECOMPOSITION
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The problems with functional decomposition are many and acute. At the very
least, functional decomposition couples services to the requirements because the
services are a reflection of the requirements. Any change in the required functionality imposes a change on the functional services. Such changes are inevitable over time and impose a painful future change to your system by requiring a
new decomposition after the fact to reflect the new requirements. In addition to
costly changes to the system, functional decomposition precludes reuse and leads
to overly complex systems and clients.
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Precluding Reuse
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Consider a simple functionally decomposed system that uses three services A,
B, and C, which are called in the order of A then B then C. Because functional
decomposition is also decomposition based on time (call A and then call B), it
eﬀectively precludes individual reuse of services. Suppose another system also
needs a B service (such as Billing). Built into the fabric of B is the notion that
it was called after an A and before a C service (such as fi rst Invoicing, and only
then Billing against an invoice, and fi nally Shipping). Any attempt to lift the
B service from the fi rst system and drop it in the second system will fail because,
in the second system, no one is doing A before it and C after it. When you lift the B
service, the A and the C services are hanging oﬀ it. B is not an independent reusable
service at all—A, B, and C are a clique of tightly coupled services.

Too Many or Too Big
One way of performing functional decomposition is to have as many services as
there are variations of the functionalities. This decomposition leads to an explosion of services, since a decently sized system may have hundreds of functionalities. Not only do you have too many services, but these services often duplicate
a lot of the common functionality, each customized to their case. The explosion
of services inflicts a disproportional cost in integration and testing and increases
overall complexity.
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compensate for the failure of B after the success of A, and so on. Calling the services is almost always synchronous because the client proceeds along the expected
sequence of A then B then C, and it is diﬃcult otherwise to ensure the order of the
calls while remaining responsive to the outside world. Furthermore, the client is
now coupled to the required functionality. Any change in the operations, such as
calling B' instead of B, forces the client to reflect that change. The hallmark of a
bad design is when any change to the system aﬀects the client. Ideally, the client
and services should be able to evolve independently. Decades ago, software engineers discovered that it was a bad idea to include business logic with the client.
Yet, when designed as in Figure 2-1, you are forced to pollute the client with the
business logic of sequencing, ordering, error compensation, and duration of the
calls. Ultimately, the client is no longer the client—it has become the system.
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What if there are multiple clients (e.g., rich clients, web pages, mobile devices),
each trying to invoke the same sequence of functional services? You are destined
to duplicate that logic across the clients, making maintenance of all those clients
wasteful and expensive. As the functionality changes, you now are forced to keep
up with that change across multiple clients, since all of them will be aﬀected.
Often, once that is the case, developers try to avoid any changes to the functionality of the services because of the cascading eﬀect it will have on the clients. With
the multiplicity of clients, each with its own version of the sequencing tailored to
its needs, it becomes even more challenging to change or interchange services, thus
precluding reuse of the same behavior across the clients. Eﬀectively, you end up
maintaining multiple complex systems, trying to keep them all in sync. Ultimately,
this leads to both stifling of innovation and increased time to market when the
changes are forced through development and production.
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As an example of the problems with functional decomposition discussed thus far,
consider Figure 2-2. It is the visualization of cyclomatic complexity analysis of a
system I reviewed. The design methodology used was functional decomposition.
Cyclomatic complexity measures the number of independent paths through the
code of a class or service. The more the internals are convoluted and coupled,
the higher the cyclomatic complexity score. The tool used to generate Figure 2-2
measured and rated the various classes in the system. In the visualization, the
more complex the class is, the larger and darker it is in color. At first glance, you
see three very large and very complex classes. How easy would it be to maintain
MainForm? Is this just a form, a UI element, a clean conduit from the user to the
system, or is it the system? Observe the complexity required to set up MainForm
in the size and shade of FormSetup. Not to be outdone, Resources is very
complex, since it is very complex to change the resources used in MainForm.
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required functionalities and then create a component in your architecture for each.
Functional decomposition (and its kin, the domain decomposition discussed later)
is how most systems are designed. Most people choose functional decomposition
naturally, and it is likely what your computer science professor showed you in
school. The prevalence of functional decomposition in poorly designed systems
makes a near-perfect indicator of something to avoid. At all costs, you must resist
the temptations of functional decomposition.

Nature of the Universe (TANSTAAFL)
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You can prove that functional decomposition is precluded from ever working without using a single software engineering argument. The proof has to do with the
very nature of the universe, specifically, the fi rst law of thermodynamics. Stripping
away the math, the fi rst law of thermodynamics simply states that you cannot add
value without sweating. A colloquial way of saying the same is: “There ain’t no
such thing as a free lunch.”
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Design, by its very nature, is a high-added-value activity. You are reading this
book instead of yet another programming book because you value design, or put
diﬀerently, you think design adds value, or even a lot of value.
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The problem with functional decomposition is that it endeavors to cheat the fi rst
law of thermodynamics. The outcome of a functional decomposition, namely,
system design, should be a high-added-value activity. However, functional decomposition is easy and straightforward: given a set of requirements that call for
performing the A, B, and C functionalities, you decompose into the A, B, and
C services. “No sweat!” you say. “Functional decomposition is so easy that a
tool could do it.” However, precisely because it is a fast, easy, mechanistic, and
straightforward design, it also manifests a contradiction to the fi rst law of thermodynamics. Since you cannot add value without eﬀort, the very attributes that
make functional decomposition so appealing are those that preclude functional
decomposition from adding value.

The Anti-Design Effort
It will be an uphill struggle to convince colleagues and managers to do anything
other than functional decomposition. “We have always done it that way,” they will
say. There are two ways to counter that argument. The fi rst is replying, “And how
many times have we met the deadline or the budget to which we committed? What
were our quality and complexity like? How easy was it to maintain the system?”
The second is to perform an anti-design eﬀort. Inform the team that you are conducting a design contest for the next-generation system. Split the team into halves,
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each in a separate conference room. Ask the fi rst half to produce the best design
for the system. Ask the second half to produce the worst possible design: a design
that will maximize your inability to extend and maintain the system, a design
that will disallow reuse, and so on. Let them work on it for one afternoon and
then bring them together. When you compare the results, you will usually see they
have produced the same design. The labels on the components may diﬀer, but
the essence of the design will be the same. Only now confess that they were not
working on the same problem and discuss the implications. Perhaps a diﬀerent
approach is called for this time.
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Example: Functional House

Playing
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The fact you should never design using functional decomposition is a universal
observation that has nothing to do with software systems. Consider building a
house functionally, as if it were a software system. You start by listing all the
required functionalities of the house, such as cooking, playing, resting, sleeping,
and so on. You then create an actual component in the architecture for each functionality, as shown in Figure 2-6.
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.
.

C

Figure 2-6 Functional decomposition of a house

While Figure 2-6 is already preposterous, the true insanity becomes evident only
when it is time to build this house. You start with a clean plot of land and build
cooking. Just cooking. You take a microwave oven out of its box and put it aside.
Pour a small concrete pad, build a wood frame on the pad, cover it with countertop, and place the microwave on it. Build a small pantry for the microwave and
hammer a tiny roof over it, connect just the microwave to the power grid. “We
have cooking!” you announce to the boss and customers.
But is cooking really done? Can cooking ever be done this way? Where are you
serving the meal, storing the leftovers, or disposing of trash? What about cooking over the gas stove? What will it take to duplicate this feat for cooking over
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Figure 2-7 Domain decomposition of a house
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Each domain often devolves into an ugly grab bag of functionality, increasing
the internal complexity of the domain. The increased inner complexity causes
you to avoid the pain of cross-domain connectivity, and communication across
domains is typically reduced to simple state changes (CRUD-like) rather than
actions triggering required behavior execution involving all domains. Composing
more complex behaviors across domains is very diﬃcult. Some functionalities are
simply impossible in such domain decompositions. For example, in the house in
Figure 2-7, where would you perform cooking that cannot take place in the kitchen
(e.g., a barbecue)?
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Building a Domain House
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As with the pure functional approach, the real problems with domain decomposition become evident during construction. Imagine building a house along the
decomposition of Figure 2-7. You start with a clean plot of land. You dig a trench
for the foundation for the kitchen, pour concrete for the foundation (just for the
kitchen), and add bolts in the concrete. You then erect the kitchen walls (all have to
be exterior walls); bolt them to the foundation; run electrical wires and plumbing
in the walls; connect the kitchen to the water, power, and gas supplies; connect the
kitchen to the sewer discharge; add heating and cooling ducts and vents; connect
the kitchen to a furnace; add water, power, and gas meters; build a roof over the
kitchen; screw drywall on the inside; hang cabinets; coat the outside walls (all
walls) with stucco; and paint it. You announce to the customer that the Kitchen
is done and that milestone 1.0 is met.

Then you move on to the bedroom. You fi rst bust the stucco oﬀ the kitchen walls
to expose the bolts connecting the walls to the foundation and unbolt the kitchen
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from the foundation. You disconnect the kitchen from the power supply, gas supply, water supply, and sewer discharge and then use expensive hydraulic jacks to
lift the kitchen. While suspending the kitchen in midair, you shift it to the side so
that you can demolish the foundation for the kitchen with jackhammers, hauling
the debris away and paying expensive dump fees. Now you can dig a new trench
that will contain a continuous foundation for the bedroom and the kitchen. You
pour concrete into the trenches to cast the new foundation and add the bolts hopefully at exactly the same spots as before. Next, you very carefully lower the kitchen
back on top of the new foundation, making sure all the bolt holes align (this is next
to impossible). You erect new walls for the bedroom. You temporarily remove the
cabinets from the kitchen walls; remove the drywall to expose the inner electrical
wires, pipes, and ducts; and connect the ducts, plumbing, and wires to those of
the bedroom. You add drywall in the kitchen and the bedroom, rehang the kitchen
cabinets, and add closets in the bedroom. You knock down any remaining stucco
from the walls of the kitchen so that you can apply continuous, crack-free stucco
on the outside walls. You must convert several of the previous outside walls of the
kitchen to internal walls now, with implications on stucco, insulation, paint, and
so on. You remove the roof of the kitchen and build a new continuous roof over
the bedroom and the kitchen. You announce to the customer that milestone 2.0 is
met, and Bedroom 1 is done.
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The fact that you had to rebuild the kitchen is not disclosed. The fact that building
the kitchen the second time around was much more expensive and riskier than the
fi rst time is also undisclosed. What will it take to add another bedroom to this
house? How many times will you end up building and demolishing the kitchen?
How many times can you actually rebuild the kitchen before it crumbles into a
shifting pile of useless debris? Was the kitchen really done when you announced it
so? Rework penalties aside, what degree of reuse is there between the various parts
of the house? How much more expensive is building a house this way? Why would
it make sense to build a software system this way?

FAULTY MOTIVATION
The motivation for functional or domain decomposition is that the business or
the customer wants its feature as soon as possible. The problem is that you can
never deploy a single feature in isolation. There is no business value in Billing
independent from Invoicing and Shipping.
The situation is even worse when legacy systems are involved. Rarely do developers get the privilege of a completely new, green-field system. Most likely there is an
existing, decaying system that was designed functionally whose inflexibility and
maintenance costs justify the new system.
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Suppose your business has three functionalities A, B, and C, running in a legacy
system. When building a new system to replace the old, you decide to build and,
more important, deploy the A functionality fi rst to satisfy the customers and managers who wish to see value early and often. The problem is that the business has
no use for just A on its own. The business needs B and C as well. Performing A in
the new system and B and C in the old system will not work, because the old system does not know about the new system and cannot execute just B and C. Doing
A in both the old system and the new system adds no value and even has negative
value due to the repeated work, so users are likely to revolt. The only solution
is to somehow reconcile the old and the new systems. The reconciliation typically far eclipses in complexity the challenge of the original underlying business
problem, so developers end up solving a far more complex problem. To use the
house analogy again, what would it be like to live in a cramped old house while
building a new house on the other side of town according to Figure 2-6 or Figure
2-7? Suppose you are building just cooking or the kitchen in the new house while
continuing to live in the old house. Every time you are hungry, you have to drive
to the new house and come back. You would not accept it with your house, so you
should not inflict this kind of abuse on your customers.
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A crucial flaw of both functional and domain decomposition has to do with testing. With such designs, the level of coupling and complexity is so high that the
only kind of testing developers can do is unit testing. However, that does not make
unit testing important, and it is merely another example of the streetlight eﬀect1
(i.e., searching for something where it is easiest to look).
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The sad reality is that unit testing is borderline useless. While unit testing is an
essential part of testing, it cannot really test a system. Consider a jumbo jet that
has numerous internal components (pumps, actuators, servos, gears, turbines,
etc.). Now suppose all components have independently passed unit testing perfectly, but that is the only testing that took place before the components were
assembled into an aircraft. Would you dare board that airplane? The reason unit
testing is so marginal is that in any complex system, the defects are not going to be
in any of the units but rather are the result of the interactions between the units.
This is why you instinctively know that, while each component in the jumbo jet
example works, the aggregate could be horribly wrong. Worse, even if the complex
system is at a perfect state of impeccable quality, changing a single, unit-tested
component could break some other unit(s) relying on an old behavior. You must

1. https //en.wikipedia.org/wiki/Streetlight_eﬀect
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Without such natural physical restraints, complexity in software systems can
get quickly out of control. The only way to rein in that complexity is to apply
good engineering methods, of which design and process are paramount. Welldesigned software systems are very much like physical entities and are built very
much the same way. They are like well-designed machines.
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Functional or domain decomposition makes no sense when designing and
building either a house or a software system. All complex entities (physical
or not) share the same abstract attributes, from the design decision tree to the
project critical path of execution. All composite systems should be designed to
be safe, maintainable, reusable, extensible, and of high quality. This is true for
a house, a machine part, or a software system. These are practical engineering
attributes, and the only way to obtain and maintain them is to use universal
engineering practices.
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That said, there is a fundamental diﬀerence between a physical system and a
software system: visibility. Anyone who tries to build a house as in Figure 2-6
or Figure 2-7 will be fi red on the spot. Such a person is clearly insane, and the
horrendous waste of building material, time, and money as well as the risk of
injuries would be plain for everyone to see. The problem with software systems
is that while there is enormous waste, that waste is hidden. In software, dust
and debris are replaced by wasted career prospects, energy, and youth. Yet no
one ever sees or cares about this hidden waste, and the insanity is not only permitted but encouraged, as if the inmates have taken over the asylum. Correct
design allows you to break free and restore control by eliminating the concealed
waste. This is even more the case with project design, as the second part of this
book shows.

C

EXAMPLE: FUNCTIONAL TRADING SYSTEM
Instead of a house, consider the following simplified requirements for a stock trading system for a fi nancial company:
• The system should enable in-house traders to:
- Buy and sell stocks
- Schedule trades
- Issue reports
- Analyze the trades
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little of the business logic and the eﬀort invested in developing it for the web client
can be salvaged and reused in the mobile client because it is embedded in the web
portal. Over time, the developers will end up maintaining several versions of the
business logic in multiple clients.
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Per the requirements, Buying Stocks, Selling Stocks, Trade Scheduling,
Reporting, and Analyzing all respond to the user with an email listing their
activities. What if the users prefer to receive a text message (or a paper letter)
instead of an email? You will have to change the implementation of Buying
Stocks, Selling Stocks, Trade Scheduling, Reporting, and Analyzing
activities from an email to a text message.

tio

Per the design decision, the data is stored in a database, and Buying Stocks,
Selling Stocks, Trade Scheduling, Reporting, and Analyzing all
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access that database. Now suppose you decide to move the data storage from
the local database to a cloud-based solution. At the very least, this will force you
to change the data-access code in Buying Stocks, Selling Stocks, Trade
Scheduling, Reporting, and Analyzing to go from a local database to a
cloud oﬀering. The way you structure, access, and consume the data has to change
across all components.
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What if the client wishes to interact with the system asynchronously, issuing a few
trades and collecting the results later? You built the components with the notion
of a connected, synchronous client that orchestrates the components. You will
likely need to rewrite Buying Stocks, Selling Stocks, Trade Scheduling,
Reporting, and Analyzing activities to orchestrate each other, along the lines
of Figure 2-5.

C

Often, fi nancial portfolios are comprised of multiple fi nancial instruments besides
stocks, such as currencies, bonds, commodities, and even options and futures on
those instruments. What if the users of the system wish to start trading currencies
or commodities instead of stocks? What if the users demand a single application, rather than several applications, to manage all of their portfolios? Buying
Stocks, Selling Stocks, and Trade Scheduling are all about stocks and
cannot handle currencies or bonds, requiring you to add additional components
(like Figure 2-6). Similarly, Reporting and Analyzing need a major rewrite to
accommodate reporting and analysis of trades other than stocks. The client needs
a rewrite to accommodate the new trade items.
Even without branching to commodities, what if you must localize the application
to foreign markets? At the very least, the client will need a serious makeover to
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accommodate language localization, but the real eﬀect is going to be the system
components again. Foreign markets are going to have diﬀerent trading rules, regulations, and compliance requirements, drastically aﬀecting what the system is
allowed to do and how it is to go about trading. This will mean much rework to
Buying Stocks, Selling Stocks, Trade Scheduling, Reporting, and
Analyzing whenever entering a new locale. You are going to end up with either
bloated god services that can trade in any market or a version of the system for
each deployment locale.
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Finally, all components presently connect to some stock ticker feed that provides
them with the latest stock values. What is required to switch to a new feed provider
or to incorporate multiple feeds? At the very least, Buying Stocks, Selling
Stocks, Trade Scheduling, Reporting, and Analyzing will require work
to move to a new feed, connect to it, handle its errors, pay for its service, and so on.
There are also no guarantees that the new feed uses the same data format as the old
one. All components require some conversion and transformation work as well.
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Decompose based on volatility.
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Volatility-based decomposition identifies areas of potential change and encapsulates those into services or system building blocks. You then implement the
required behavior as the interaction between the encapsulated areas of volatility.
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The motivation for volatility-based decomposition is simplicity itself: any change
is encapsulated, containing the eﬀect on the system.
When you use volatility-based decomposition, you start thinking of your system
as a series of vaults, as in Figure 2-9.
Any change is potentially very dangerous, like a hand grenade with the pin pulled
out. Yet, with volatility-based decomposition, you open the door of the appropriate vault, toss the grenade inside, and close the door. Whatever was inside the vault
may be destroyed completely, but there is no shrapnel flying everywhere, destroying everything in its path. You have contained the change.
With functional decomposition, your building blocks represent areas of functionality, not volatility. As a result, when a change happens, by the very defi nition
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functionality, in general, the use of power is not specific to the domain of the house
(the family living in the house, their relationships, their wellbeing, property, etc.).

DEVELOPMENT

AND
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What would it be like to live in a house where the power volatility was not encapsulated? Whenever you wanted to consume power, you would have to fi rst expose
the wires, measure the frequency with an oscilloscope, and certify the voltage
with a voltmeter. While you could use power that way, it is far easier to rely on the
encapsulation of that volatility behind the receptacle, allowing you instead to add
value by integrating power into your tasks or routine.
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As explained previously, functional decomposition drastically increases the system’s complexity. Functional decomposition also makes maintenance a nightmare.
Not only is the code in such systems complex, changes are spread across multiple
services. This makes maintaining the code labor intensive, error prone, and very
time-consuming. Generally, the more complex the code, the lower its quality, and
low quality makes maintenance even more challenging. You must contend with
high complexity and avoid introducing new defects while resolving old ones. In a
functionally decomposed system, it is common for new changes to result in new
defects due to the confluence of low quality and complexity. Extending the functional system often requires eﬀort disproportionally expensive with respect to the
benefit to the customer.
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Even before maintenance ever starts, when the system is under development, functional decomposition harbors danger. Requirements will change throughout development (as they invariably do), and the cost of each change is huge, aﬀecting multiple
areas, forcing considerable rework, and ultimately endangering the deadline.

C

Systems designed with volatility-based decomposition present a stark contrast in
their ability to respond to change. Since changes are contained in each module,
there is at least a hope for easy maintenance with no side eﬀects outside the module boundary. With lower complexity and easier maintenance, quality is much
improved. You have a chance at reuse if something is encapsulated the same way in
another system. You can extend the system by adding more areas of encapsulated
volatility or integrate existing areas of volatility in a diﬀerent way. Encapsulating
volatility means far better resiliency to feature creep during development and a
chance of meeting the schedule, since changes will be contained.
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UNIVERSAL PRINCIPLE
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The merits of volatility-based decomposition are not specific to software systems.
They are universal principles of good design, from commerce to business interactions to biology to physical systems and great software. Universal principles, by
their very nature, apply to software too (else they would not be universal). For
example, consider your own body. A functional decomposition of your own body
would have components for every task you are required to do, from driving to
programming to presenting, yet your body does not have any such components.
You accomplish a task such as programming by integrating areas of volatility.
For example, your heart provides an important service for your system: pumping
blood. Pumping blood has enormous volatility to it: high blood pressure and low
pressure, salinity, viscosity, pulse rate, activity level (sitting or running), with and
without adrenaline, diﬀerent blood types, healthy and sick, and so on. Yet all that
volatility is encapsulated behind the service called the heart. Would you be able to
program if you had to care about the volatility involved in pumping blood?
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Note Given near-infinite time and energy while operating at practically
0% eﬃciency, nature has converged on volatility-based decomposition. However, the human world has more constrained resources. Humans do have the
advantage of tried-and-tested engineering principles, creative intellect, and
the ability to transfer knowledge that help us avoid the inevitable dead ends
that trial-and-error produces. Volatility-based decomposition is the ultimate
culmination of human engineering building upon the principles of nature.
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You can also integrate into your implementation external areas of encapsulated
volatility. Consider your computer, which is diﬀerent from literally any other computer in the world, yet all that volatility is encapsulated. As long as the computer
can send a signal to the screen, you do not care what happens behind the graphic
port. You perform the task of programming by integrating encapsulated areas of
volatility, some internal, some external. You can reuse the same areas of volatility
(such as the heart) while performing other functionalities such as driving a car or
presenting your work to customers. There is simply no other way of designing and
building a viable system.
Decomposing based on volatility is the essence of system design. All well-designed
systems, software and physical systems alike, encapsulate their volatility inside the
system’s building blocks.
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struggling to wrap your head around this concept as you to try to identify the areas
of volatility in your current system. Consequently, volatility-based decomposition
takes longer compared with functional decomposition.
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Note that volatility-based decomposition does not mean you should ignore the
requirements. You must analyze the requirements to recognize the areas of volatility. Arguably, the whole purpose of requirements analysis is to identify the areas
of volatility, and this analysis requires eﬀort and sweat. This is actually great news
because now you are given a chance to comply with the fi rst law of thermodynamics. Sadly, merely sweating on the problem does not mean a thing. The fi rst law
of thermodynamics does not state that if you sweat on something, you will add
value. Adding value is much more diﬃcult. This book provides you with powerful
mental tools for design and analysis, including structure, guidelines, and a sound
engineering methodology. These tools give you a fighting chance in your quest to
add value. You still must practice and fight.
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The 2% Problem
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With every knowledge-intensive subject, it takes time to become proficient and
eﬀective and even more to excel at it. This is true in areas as varied as kitchen
plumbing, internal medicine, and software architecture. In life, you often choose
not to pursue certain areas of expertise because the time and cost required to master them would dwarf the time and cost required to utilize an expert. For example,
precluding any chronic health problem, a working-age person is sick for about a
week a year. A week a year of downtime due to illness is roughly 2% of the working
year. So, when you are sick, do you open up medicine books and start reading, or
do you go and see a doctor? At only 2% of your time, the frequency is low enough
(and the specialty bar high enough) that there is little sense in doing anything other
than going to the doctor. It is not worth your while to become as good as a doctor.
If, however, you were sick 80% of the time, you might spend a considerable portion
of your time educating yourself about your condition, possible complications, treatments, and options, often to the point of sparring with your doctor. Your innate
propensity for anatomy and medicine has not changed; only your degree of investment has (hopefully, you will never have to be really good at medicine).
Similarly, when your kitchen sink is clogged somewhere behind the garbage disposal and the dishwasher, do you go to the hardware store, purchase a P-trap, an
S-trap, various adapters, three diﬀerent types of wrenches, various O-rings and
other accessories, or do you call a plumber? It is the 2% problem again: it is not
worth your while learning how to fi x that sink if it is clogged less than 2% of the
time. The moral is that when you spend 2% of your time on any complex task, you
will never be any good at it.
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With software system architecture, architects get to decompose a complete system into modules only on major revolutions of the cycle. Such events happen, on
average, every few years. All other designs in the interim between clean slates are
at best incremental and at worse detrimental to the existing systems. How much
time will the manager allow the architect to invest in architecture for the next
project? One week? Two weeks? Three weeks?? Six weeks??? The exact answer
is irrelevant. On one hand, you have cycles measured in years and, on the other,
activities measured in weeks. The week-to-year ratio is roughly 1:50, or 2% again.
Architects have learned the hard way that they need to hone their skills getting
ready for that 2% window. Now consider the architect’s manager. If the architect
spends 2% of the time architecting the system, what percentage of the time does
that architect’s manager spend managing said architect? The answer is probably
a small fraction of that time. Therefore, the manager is never going to be good
at managing architects at that critical phase. The manager is constantly going
to exclaim, “I don’t understand why this is taking so long! Why can’t we just do
A, B, C?”
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Gaining the time to do decomposition correctly will likely be as much of a challenge as doing the decomposition, if not more so. However, the diﬃculty of a task
should not preclude it from being done. Precisely because it is diﬃcult, it must be
done. You will see later on in this book several techniques for gaining the time.
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The Dunning-Kruger Effect
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In 1999, David Dunning and Justin Kruger published their research 2 demonstrating conclusively that people unskilled in a domain tend to look down on it, thinking it is less complex, risky, or demanding than it truly is. This cognitive bias has
nothing to do with intelligence or expertise in other domains. If you are unskilled
in something, you never assume it is more complex than it is, you assume it is less!
When the manager is throwing hands in the air saying, “I don't understand why
this is taking so long,” the manager really does not understand why you cannot
just do the A, then B, and then C. Do not be upset. You should expect this behavior
and resolve it correctly by educating your manager and peers who, by their own
admission, do not understand.

2. Justin Kruger and David Dunning, “Unskilled and Unaware of It How Diﬃculties in Recognizing
One’s Own Incompetence Lead to Infl ated Self-Assessments,” Journal of Personality and Social
Psychology 77, no. 6 (1999) 1121–1134.
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Fighting Insanity
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Albert Einstein is attributed with saying that doing things the same way but
expecting better results is the defi nition of insanity. Since the manager typically
expects you to do better than last time, you must point out the insanity of pursuing functional decomposition yet again and explain the merits of volatility-based
decomposition. In the end, even if you fail to convince a single person, you should
not simply follow orders and dig the project into an early grave. You must still
decompose based on volatility. Your professional integrity (and ultimately your
sanity and long-term peace of mind) is at stake.
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IDENTIFYING VOLATILITY

VOLATILE

VARIABLE
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The rest of this chapter provides you with a set of tools to use when you go searching for and identifying areas of volatility. While these techniques are valuable and
eﬀective in their own right, they are somewhat loose. The next chapter introduces
structure and constraints that allow for quicker and repeatable identification of
areas of volatility. However, that discussion merely fi ne-tunes and specializes the
ideas in this section.
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A key question many novices struggle with is the diﬀerence between things that
change and things that are volatile. Not everything that is variable is also volatile.
You resort to encapsulating a volatility at the system design level only when it is
open-ended and, unless encapsulated in a component of the architecture, would be
very expensive to contain. Variability, on the other hand, describes those aspects
that you can easily handle in your code using conditional logic. When searching for volatility, you should be on the lookout for the kind of changes or risks
that would have ripple eﬀects across the system. Changes must not invalidate the
architecture.

A XES

OF

VOLATILITY

Finding areas of volatility is a process of discovery that takes place during requirements analysis and interviews with the project stakeholders.
There is a simple technique I call axes of volatility. This technique examines the
ways the system is used by customers. Customer in this context refers to a consumer of the system, which could be a single user or a whole other business entity.
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Your fi rst take of the proposed architecture might look like diagram A—one big
thing, one single component. Ask yourself, Could you use the same component, as
is, with a particular customer, forever? If the answer is no, then why? Often, it is
because you know that customer will, over time, want to change a specific thing.
In that case, you must encapsulate that thing, yielding diagram B. Ask yourself
now, Could you use diagram B across all customers now? If the answer is no, then
identify the thing that the customers want to do diﬀerently, encapsulate it, and
produce diagram C. You keep factoring the design that way until all possible
points on the axes of volatility are encapsulated.
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Independence of the Axes
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Almost always, the axes should be independent. Something that changes for one
customer over time should not change as much across all customers at the same
point in time, and vice versa. If areas of change cannot be isolated to one of the
axes, it often indicates a functional decomposition in disguise.
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Example: Volatility-Based Decomposition of a House
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You can use the axes of volatility to encapsulate the volatility of a house. Start by
looking at your own house and observe how it changes over time. For example,
consider furniture. Over time, you may rearrange the furniture in the living room
and occasionally add new pieces or replace old ones. The conclusion is that furniture in a house is volatile. Next consider appliances. Over time, you may switch to
energy-eﬃcient appliances. You likely have already replaced the old CRT with flat
plasma screen and that with a large, wafer-thin OLED TV. This is a strong indication that at your house, appliances are volatile. How about the occupants of the
house? Is that aspect static? Do you ever have guests come over? Can the house be
empty of people? The occupants of the house are volatile. What about appearance?
Do you ever paint the house, change the draperies or landscaping? The appearance
of a house is volatile. The house is likely connected to some utilities, from Internet
to power and security. Previously, I pointed out the power volatility in a house, but
what about Internet? In years past, you may have used dial-up for Internet, then
moved to DSL, then cable, and now fiber optics or a satellite connection. While
these options are drastically diﬀerent, you would not want to change the way you
send emails based on the type of connectivity. You should encapsulate the volatilities of all utilities. Figure 2-11 shows this possible decomposition along the fi rst
axis of volatility (same customer over time).
Furniture
Volatility

Appliances
Volatility

Occupants
Volatility

Appearance
Volatility

Utilities
Volatility

Figure 2-11 Same house over time
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Now, even at the same point in time, is your house the same as every other house?
Other houses have a diﬀerent structure, so the structure of the house is volatile.
Even if you were to copy and paste your house to another city, would it be the
same house?4 The answer is clearly negative. The house will have diﬀerent neighbors and be subjected to diﬀerent city regulations, building codes, and taxes.
Figure 2-12 shows this possible decomposition along the second axis of volatility
(diﬀerent customers at the same point in time).
Neighbors
Volatility

City
Volatility

nc
.

Structure
Volatility

n,
I

Figure 2-12 At the same time across houses
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Note the independence of the axis. The city where you live over time does change
its regulations, but the changes come at a slow pace. Similarly, the likelihood of
new neighbors is fairly low as long as you live in the same house but is a certainty
if you compare your house to another at the same point in time. The assignment of
a volatility to one of the axes is therefore not an absolute exclusion but more one
of disproportional probability.
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Note also that the Neighbors Volatility component can deal with volatility
of neighbors at the same house over time as easily as it can do that across diﬀerent
houses at the same point in time. Assigning the component to an axis helps to
discover the volatility in the fi rst place; the volatility is just more apparent across
diﬀerent houses at the same point in time.
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Finally, in sharp contrast to the decompositions of Figure 2-6 and Figure 2-7,
in Figure 2-11 and Figure 2-12 there is no component in the decomposition for
cooking or kitchen. In a volatility-based decomposition, the required behavior is
accomplished by an interaction between the various encapsulated areas of volatility. Cooking dinner may be the product of an interaction between the occupants,
the appliances, the structure, and the utilities. Since something still needs to manage that interaction, the design is not complete. The axes of volatility are a great
starting point, but it is not the only tool to bring to bear on the problem.

SOLUTIONS MASQUERADING

AS

REQUIREMENTS

Consider again the functional requirement for the house to support the cooking
feature. Such requirements are quite common in requirements specs, and many
4. The ancient Greeks grappled with this question in Theseus’s paradox (https //en.wikipedia.org/wiki/
Ship_of_Theseus).
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developers will simply map that to a Cooking component in their architecture.
Cooking, however, is not a requirement (even though it was in the requirement
spec). Cooking is a possible solution for the requirement of feeding the people in
the house. You can satisfy the feeding requirement by ordering pizza or taking the
family out for dinner.
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It is exceedingly common for customers to provide solutions masquerading as
requirements. With functional decomposition, once you deploy the system with
only Cooking, the customer will ask for the pizza option, resulting in either
another component in your system or bloating of another component. The “going
out to dinner” requirement will soon follow, leading to a never-ending cycle of
features going around and around the real requirement. With volatility-based
decomposition, during requirements analysis, you should identify the volatility in
feeding the occupants and provide for it. The volatility of feeding is encapsulated
within the Feeding, component and as the feeding options change, your design
does not.
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However, while feeding is a better requirement than cooking, it is still a solution
masquerading as a requirement. What if in the interest of diet, the people in the
house should go to bed hungry tonight? A feeding requirement and diet requirement might be mutually exclusive. You can do either one, but not both. Mutually
exclusive requirements are also quite common.

op
y

rig

ht

©

The real requirement for any house is to take care of the well-being of the occupants, not just their caloric intake. The house should not be too cold or too warm
or too humid or too dry. While the customers may only discuss cooking and never
discuss temperature control, you should recognize the real volatility, well-being,
and encapsulate that in the Wellbeing component of your architecture.

C

Since most requirements specifications are chock-full of solutions masquerading
as requirements, functional decomposition absolutely maximizes your pain. You
will forever be chasing the ever-evolving solutions, never recognizing the true
underlying requirements.
The fact that requirements specifications have all those solutions masquerading
as requirements is actually a blessing in disguise because you can generalize the
example of cooking in the house into a bona fide analysis technique for discovering areas of volatility. Start by pointing out the solutions masquerading as requirements, and ask if there are other possible solutions? If so, then what were the
real requirements and the underlying volatility? Once you identify the volatility,
you must determine if the need to address that volatility is a true requirement or
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is still a solution masquerading as a requirement. Once you have fi nished scrubbing away all the solutions, what you are left with are likely great candidates for
volatility-based decomposition.

VOLATILITIES LIST
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Prior to decomposing a system and creating an architecture, you should simply
compile a list of the candidate areas of volatility as a natural part of requirements
gathering and analysis. You should approach the list with an open mind. Ask
what could change along the axes of volatility. Identify solutions masquerading as
requirements, and apply the additional techniques described later in this chapter.
The list is a powerful instrument for keeping track of your observations and organizing your thoughts. Do not commit yet to the actual design. All you are doing is
maintaining a list. Note that while the design of the system should not take more
than a few days, identifying the correct areas of volatility may take considerably
longer.
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EXAMPLE: VOLATILITY-BASED TRADING SYSTEM
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Using the previous requirements for the stock trading system, you should start by
preparing a list of possible areas of volatility, capturing also the rationale behind each:
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• User volatility. The traders serve end customers on whose portfolios they operate. The end customers are also likely interested in the current state of their
funds. While they could write the trader a letter or call, a more appropriate
means would be for the end customers to log into the system to see the current
balance and the ongoing trades. Even though the requirements never stated
anything about end customer access (the requirements were for professional
traders), you should contemplate such access. While the end customers may not
be able to trade, they should be able to see the status of their accounts. There
could also be system administrators. There is volatility in the type of user.
• Client application volatility. Volatility in users often manifests in volatility in
the type of client application and technology. A simple web page may suﬃce for
external end customers looking up their balance. However, professional traders will prefer a multi-monitor, rich desktop application with market trends,
account details, market tickers, newsfeed, spreadsheet projection, and proprietary data. Other users may want to review the trades on mobile devices of
various types.
• Security volatility. Volatility in users implies volatility in how the users authenticate themselves against the system. The number of in-house traders could be
small, from a few dozens to a few hundred. The system, however, could have
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millions of end customers. The in-house traders could rely on domain accounts
for authentication, but this is a poor choice for the millions of customers accessing information through the Internet. For Internet users, perhaps a simple user
name and password will do, or maybe some sophisticated federated security
single sign-on option is needed. Similar volatility exists with authorization
options. Security is volatile.
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• Notification volatility. The requirements specify that the system is to send an
email after every request. However, what if the email bounces? Should the system fall back to a paper letter? How about a text message or a fax instead of
an email? The requirement to send an email is a solution masquerading as a
requirement. The real requirement is to notify the users, but the notification
transport is volatile. There is also volatility in who receives the notification: a
single user or a broadcast to several users receiving the same notification and
over whichever transport. Perhaps the end customer prefers an email while the
end customer’s tax lawyer prefers a documented paper statement. There is also
volatility in who publishes the notification in the fi rst place.
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• Storage volatility. The requirements specify the use of a local database. However,
over time, more and more systems migrate to the cloud. There is nothing inherent
in stock trading that precludes benefiting from the cost and economy of scale of
the cloud. The requirement to use a local database is actually another solution
masquerading as a requirement. A better requirement is data persistence, which
accommodates the volatility in the persistence options. However, the majority
of users are end customers, and those users actually perform read-only requests.
This implies the system will benefit greatly from the use of an in-memory cache.
Furthermore, some cloud oﬀerings utilize a distributed in-memory hash table that
oﬀers the same resiliency as traditional file-based durable storage. Requiring data
persistence would exclude these last two options because data persistence is still
a solution masquerading as a requirement. The real requirement is simply that
the system must not lose the data, or that the system is required to store the
data. How that is accomplished is an implementation detail, with a great deal
of volatility, from a local database to a remote in-memory cache in the cloud.
• Connection and synchronization volatility. The current requirements call for
a connected, synchronous, lock-step manner of completing a web form and
submitting it in-order. This implies that the traders can do only one request
at a time. However, the more trades the traders execute, the more money they
make. If the requests are independent, why not issue them asynchronously? If
the requests are deferred in time (trades in the future), why not queue up the
calls to the system to reduce the load? When performing asynchronous calls
(including queued calls), the requests can execute out of order. Connectivity and
synchronicity are volatile.
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• Duration and device volatility. Some users will complete a trade in one short
session. However, traders earn their keep and maximize their income when they
perform complicated trades that distribute and hedge risk, involving multiple
stocks and sectors, domestic or foreign markets, and so on. Constructing such
a trade can be time-consuming, lasting anywhere from several hours to several
days. Such a long-running interaction will likely span multiple system sessions
and possibly multiple physical devices. There is volatility in the duration of
the interaction, which in turn triggers volatility in the devices and connections
involved.
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• Trade item volatility. As discussed previously, over time, the end customers
may want to trade not just stocks but also commodities, bonds, currencies, and
maybe even future contracts. The trade item itself is volatile.
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• Workflow volatility. If the trade item is volatile, processing of the steps involved
in the trade will be volatile too. Buying and selling stocks, scheduling their
orders, and so on are very diﬀerent from selling commodities, bonds, or currencies. The workflow of the trade is therefore volatile. Similarly, the workflow
of trade analysis is volatile.
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• Locale and regulations volatility. Over time, the system may be deployed into
diﬀerent locales. Volatility in the locale has drastic implications on the trading
rules, UI localization, the listing of trade items, taxation, and regulatory compliance. The locale and the regulations that apply therein are volatile.
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• Market feed volatility. The source of market data could change over time.
Various feeds have a diﬀerent format, cost, update rate, communication protocols, and so on. Diﬀerent feeds may show slightly diﬀerent value for the same
stock at the same point in time. The feeds can be external (e.g., Bloomberg or
Reuters) or internal (e.g., simulated market data for testing, diagnostics, or
trading algorithms research). The market feed is volatile.

C

A Key Observation
The preceding list is by no means an exhaustive list of all the things that could
change in a stock trading system. Its objective is to point out what could change
and the mindset you need to adopt when searching for volatility. Some of the volatile areas may be out of scope for the project. They may be ruled out by domain
experts as improbable or may relate too much to the nature of the business (such
as branching out of stocks into currencies or foreign markets). My experience,
however, is that it is vital to call out the areas of volatility and map them in your
decomposition as early as possible. Designating a component in the architecture
costs you next to nothing. Later, you must decide whether or not to allocate the
eﬀort to designing and constructing it. However, at least now you are aware how
to handle that eventuality.
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The volatility in notifying the clients is encapsulated in the Notiﬁcation component. This component knows how to notify each client and which clients subscribe to which event. For simple scenarios, you can manage suﬃciently with a
general-purpose events publishing and subscription service (Pub/Sub) instead
of a custom Notiﬁcation component. However, in this case, there are likely
some business rules on the type of transport and nature of the broadcast. The
Notiﬁcation component may still use some Pub/Sub service underneath it, but
that is an internal implementation detail whose volatility is also encapsulated in
the Notiﬁcation component.
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The volatility in the trading workflow is encapsulated in the Trade Workﬂow
component. That component encapsulates the volatility of what is being traded
(stocks or currencies), the specific steps involved in buying or selling a trade item,
the required customization for local markets, the details for the required reports,
and so on. Note that even if the trade items are fi xed (not volatile), the workflow
of trading stocks can change, justifying the use of Trade Workﬂow to encapsulate the volatility. The design also relies on the operational concept of storing the
workflows (this should be implemented using some third-party workflow tool).
Trade Workﬂow retrieves the appropriate workflow instance for each session,
operates on it, and stores it back in the Workﬂow Storage. This concept helps
encapsulate several volatilities. First, diﬀerent trade items can now have distinct
trading workflows. Second, diﬀerent locales can have diﬀerent workflows. Third,
this enables supporting long-running workflows spanning multiple devices and
sessions. The system does not care if two calls are seconds apart or days apart. In
each case, the system loads the workflow instance to process the next step. The
design treats connected, single-session trades exactly the same as a long-running
distributed trade. Symmetry and consistency are good qualities in system architecture. Note also that the workflow storage access is encapsulated in the same
fashion as the trades storage access.
You can use the same pattern for the stock trading workflow and the analysis
workflows. The dedicated Analysis Workﬂow component encapsulated the volatility in the analysis workflows, and it can use the same Workﬂow Storage.
The volatility of accessing the market feed is encapsulated in the Feed Access.
This component encapsulates how to access the feed and whether the feed itself
is internal or external. The volatility in the format or even value of the various market data coming from the diﬀerent feeds is encapsulated in the Feed
Transformation component. Both of these components decouple the other
components from the feeds by providing a uniform interface and format regardless
of the origin of the data.
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The Security component encapsulates the volatility of the possible ways of
authenticating and authorizing the users. Internally, it may look up credentials
from a local storage or interact with some distributed provider.
The clients of the system can be the trading application (Trader App A) or a mobile
app (Trader App B). The end customers can use their own website (Customer
Portal). Each client application also encapsulates the details and the best way of
rendering the information on the target device.
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Note The previous discussion performed a somewhat loose mapping
of areas of volatility to architecture. The next chapter introduces structure
and guidelines, making the process much more deterministic.
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Note in Figure 2-13 the absence of a dedicated reporting component. For demonstration purposes, reporting was not listed as a volatile area (from the business
perspective). Therefore, there is nothing to encapsulate with a component. Adding
such a component manifests functional decomposition. However, if functional
decomposition is all you have ever done, you will likely hear an irresistible siren
song calling you to add a reporting block. Just because you always have had a
reporting block, or even because you have an existing reporting block, does not
mean you need a reporting block.
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In Homer’s Odyssey, a story that is more than 2500 years old, Odysseus sails home
via the Straights of the Sirens. The Sirens are beautiful winged fairy-like creatures
who have the voices of angels. They sing a song that no man can resist. The sailors
jump to their arms, and the Sirens drown the men under the waves and eat them.
Before encountering the deadly allure of the Sirens’ songs, Odysseus (you, the
architect) is advised to plug with beeswax the ears of his sailors (the rank and fi le
software developers) and tie them to the oars. The sailors’ job is to row (write
code), and they are not even at liberty to listen to the Sirens. Odysseus himself, on
the other hand, as the leader, does not have the luxury of plugging his ears (e.g.,
maybe you do need that reporting block). Odysseus ties himself to the mast of
the ship so that he cannot succumb to the Sirens even if he wanted to do so (see
Figure 2-14, depicting the scene on a period vase). You are Odysseus, and volatility-based decomposition is your mast. Resist the siren song of your previous bad
habits.
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VOLATILITY

20
2

0

Figure 2-14 Tied to the mast (Image: Werner Forman Archive/Shutterstock)

AND THE

BUSINESS

C

op
y

rig

ht

©

While you must encapsulate the volatile areas, not everything that could change
should be encapsulated. Put diﬀerently, things that could change are not necessarily volatile. A classic example is the nature of the business, and you should not
attempt to encapsulate the nature of the business. With almost all business applications, the applications exist to serve some need of the business or its customers.
However, the nature of the business, and by extension, each application, tends
to be fairly constant. A company that has been in a business for a long time will
likely stay in that business. For example, Federal Express has been, is, and will be
in the shipment and delivery business. While in theory it is possible for Federal
Express to branch into healthcare, such a potential change is not something you
should encapsulate.
During system decomposition, you must identify both the areas of volatility
to encapsulate and those not to encapsulate (e.g., the nature of the business).
Sometimes, you will have initial diﬃculty in telling these apart. There are two
simple indicators if something that could change is indeed part of the nature of
the business. The first indicator is that the possible change is rare. Yes, it could
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happen, but the likelihood of it happening is very low. The second indicator is
that any attempt to encapsulate the change can only be done poorly. No practical
amount of investment in time or eﬀort will properly encapsulate the aspect in a
way of which you can be proud.
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For example, consider designing a simple residential house on a plot of land. At
some point in the future, the homeowner may decide to extend the home into
a 50-story skyscraper. Encapsulating that possible change in your house design
produces a very diﬀerent design than that of your typical residential house design.
Instead of a shallow form-poured foundation, the house foundation must include
dozens of friction pylons, driven down to maybe hundreds of feet to support the
weight of the building. This will allow the foundation to support both a single
family residential and a skyscraper. Next, the power panel must be able to distribute thousands of amps and likely requires the house to have its own transformer.
While the water company can bring water to the house, you must devote a room
for a large water pump that can push the water up 50 floors. The sewer line must
be able to handle 50 floors of inhabitants. You will have to do all that tremendous
investment for a single-family home.

C

op
y

rig

ht

©

20
2

0

Pe

When you are fi nished, the foundation will encapsulate the change to the weight
of the building, the power panel will encapsulate the demands of both a single
home and 50 stories, and so on. However, the two indicators are now violated.
First, how many homeowners in your city annually do convert their home to a
skyscraper? How common is that? In a large metropolitan area with a million
homes, it may happen once every few years, making the change very rare, once in a
million if that. Second, do you really have the funds (allocated initially for a single
home) to properly execute all these encapsulations? A single pylon may cost more
than the single-family building. Any attempt to encapsulate the future transition
to a skyscraper will be done poorly and will be neither useful nor cost-eﬀective.
Converting the single-family home to a 50-story building is a change to the nature
of the business. No longer is the building in the business of housing a family. Now
it is in the business of being a hotel or an oﬃce building. When a land developer
purchases that plot of land for the purpose of such conversion, the developer usually chooses to raze the building, dig out the old foundation, and start afresh. A
change to the nature of the business permits you to kill the old system and start
from scratch. It is important to note that the context of the nature of the business
is somewhat fractal. The context can be the business of the company, the business
of a department or a division in a company, or even the business added value of
a specific application. All these represent things that you should not encapsulate.
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are the lead architect for Federal Express’s next-generation system. Your main competitor is UPS. Both Federal Express and UPS ship packages. Both collect funds,
schedule pickup and delivery, track packages, insure content, and manage trucks
and airplane fleets. Ask yourself the following question: Can Federal Express use
the software system UPS is using? Can UPS use the system Federal Express wants
to build? If the likely answer is no, start listing all the barriers for such a reuse
or extensibility. While both companies perform in the abstract the same service,
the way they conduct their business is diﬀerent. For example, Federal Express
may plan shipment routes one way, while UPS may plan them another. In that
case, shipment planning is probably volatile because if there are two ways of
doing something, there may be many more. You must encapsulate the shipment
planning and designate a component in your architecture for that purpose. If
Federal Express starts planning shipments the same as UPS at some future time,
the change is now contained in a single component, making the change easy and
aﬀecting only the implementation of that component, not the decomposition. You
have future-proofed your system.
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The opposite case is also true. If you and your competitor (and even better, all
competitors) do some activity or sequence the same way, and there is no chance of
your system doing it any other way, then there is no need to allocate a component
in the architecture for that activity. To do so would create a functional decomposition. When you encounter something your competitors do identically, more likely
than not, it represents the nature of the business, and as discussed previously, you
should not encapsulate it.
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Volatility is intimately related to longevity. The longer the company or the application has been doing something the same way, the higher the likelihood the company will keep doing it the same way. Put diﬀerently, the longer things do not
change, the longer they have until they do change or are replaced. You must put
forward a design that accommodates such changes, even if at fi rst glance such
changes are independent of the current requirements.
You can even guesstimate how long it will be until such a change is likely to take
place using a simple heuristic: the ability of the organization (or the customer or
the market) to instigate or absorb a change is more or less constant because it is
tied to the nature of the business. For example, a hospital IT department is more
conservative and has less tolerance for change than a nascent blockchain startup.
Thus, the more frequently things change, the more likely they will change in the
future, but at the same rate. For example, if every 2 years the company changes
its payroll system, it is likely the company will change the payroll system within
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the next 2 years. If the system you design needs to interface with the payroll system and the horizon for using your system is longer than 2 years, then you must
encapsulate the volatility in the payroll system and plan to contain the expected
change. You must take into account the eﬀect of a payroll system change even if
the change was never given to you as an explicit requirement. You should strive
to encapsulate changes that occur within the life of the system. If that projected
lifespan is 5 to 7 years, a good starting point is identifying all the things that have
changed in the application domain over the past 7 years. It is likely similar changes
will occur within a similar timespan.
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You should examine this way the longevity of all involved systems and subsystems
with which your design interacts. For example, if the enterprise resource planning
(ERP) system changes every 10 years, the last ERP change was 8 years ago, and the
horizon for your new system is 5 years, then it is a good bet the ERP will change
during the life of your system.

C

op
y

rig

ht

©

20
2

0

Pe

ar
s

If you only spend 2% of the time on anything, you will never be any good at it,
regardless of your built-in intellect or methodology used. An amazing level of
hubris is required to believe that once every few years someone can approach a
whiteboard, draw a few lines, and nail the architecture. The basic expectation of
professionals, be they doctors, pilots, welders or lawyers, is that they master their
craft by training for it. You would not wish to be the passenger aboard a plane
where the pilot has only a handful of flying hours. You would not wish to be the
first patient of a doctor. Commercial airline pilots spend years (plural) in simulators and are trained through hundreds of flights by veteran pilots. Doctors dissect
countless cadavers before they can touch the fi rst patient, and even then, they are
closely supervised.
Identifying areas of volatility is an acquired skill. Hardly any software architect
is initially trained in volatility-based decomposition, and the vast majority of systems and projects use functional decomposition (with abysmal results). The best
way of going about mastering volatility-based decomposition is to practice. This
is the only way to address the 2% problem. Here are several ways you can start:
• Practice on an everyday software system with which you are familiar, such as
your typical insurance company, a mobile app, a bank, or an online store.
• Examine your own past projects. In hindsight, you already know what the pain
points were. Was that architecture of that past project done functionally? What
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things did change? What were the ripple eﬀects of those changes? If you had
encapsulated that volatility, would you have been able to deal with that change
better?
• Look at your current project. It may not be too late to save it: Is it designed functionally? Can you list the areas of volatility and propose a superior architecture?
• Look at non-software systems such as a bicycle, a laptop, a house, and identify
in those the areas of volatility.
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Then do it again and do it some more. Practice and practice. After you have analyzed three to five systems, you should get the general technique. Sadly, learning to
identify areas of volatility is not something you get to master by watching others.
You cannot learn to ride a bicycle from a book. You have to mount a bicycle (and
fall) a few times. The same is true with volatility-based decomposition. It is, however, preferable to fall during practice than to experiment on live subjects.
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As demonstrated in Chapter 9, every project always has several design options that
oﬀer diﬀerent combinations of time and cost. Some of these options will likely
be more aggressive or riskier than other options. In essence, each project design
option is a point in a three-dimensional space whose axes are time, cost, and risk.
Decision makers should be able to take the risk into account when choosing a project design option—in fact, they must be able to do so. When you design a project,
you must be able to quantify the risk of the options.
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Most people recognize the risk axis but tend to ignore it since they cannot measure
or quantify it. This invariably leads to poor results caused by applying a two-dimensional model (time and cost) to a three-dimensional problem (time, cost, and
risk). This chapter explores how to measure risk objectively and easily using a few
modeling techniques. You will see how risk interacts with time and cost, how to
reduce the risk of the project, and how to fi nd the optimal design point for the
project.
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Note Risk calculation involves simple math. To automate the algebra
and avoid error-prone manual calculations, the support files accompanying this book contain examples in spreadsheet form that perform the risk
calculations.

CHOOSING OPTIONS
The ultimate objective of risk modeling is to weigh project design options in light
of risk as well as time and cost so as to evaluate the feasibility of these options. In
general, risk is the best criterion for choosing between options.
For example, consider two options for the same project: The fi rst option calls
for 12 months and 6 developers, and the second option calls for 18 months and
4 developers. If this is all that you know about the two options, most people will
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Nonlinear Risk
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Figure 10-1 Ideal time–risk curves
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The logistic function is a superior model because it more closely captures the general
behavior of risk in complex systems. For example, if I were to plot the risk of me
burning dinner tonight due to compressing the normal preparation time, the risk
curve would look like the solid line in Figure 10-1. Each compression technique—
such as setting the oven temperature too high, placing the tray too close to the heating element, choosing easier-to-cook but more flammable food, not preheating the
oven, and so on—increases the risk of burning dinner. As shown by the solid line,
the risk of a burnt dinner due to the cumulative compression at some point is almost
maximized and even flattens out, because dinner is certain to burn. Similarly, if I
decide not to even enter the kitchen, then the risk would drop precipitously. If the
risk was dictated by the dashed line, I would always have some chance of not burning dinner since I could always keep increasing the risk by compressing it further.
Note that the logistic function has a tipping point where the risk drastically increases
(the analog to the decision to enter the kitchen). The dashed line, by contrast,
keeps increasing gradually and does not have a noticeable tipping point.

ACTUAL TIME –RISK CURVE
It turns out that even the logistic function in Figure 10-1 is still an idealized time–
risk curve. The actual time–risk curve is more like that shown in Figure 10-2. The
reason for the shape of this curve is best explained by overlaying it with the project’s direct cost curve. Since the project behavior is three-dimensional, Figure 10-2
relies on a secondary y-axis for the risk.
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Figure 10-2 Actual time–cost–risk curve
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The vertical dashed line in Figure 10-2 indicates the duration of the normal solution as well as the minimum direct cost solution for the project. Note that the normal solution usually trades some amount of float to reduce staﬃng. The reduction
in float manifests in an elevated level of risk.
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To the left of the normal solution are the shorter, compressed solutions. The compressed solutions are also riskier, so the risk curve increases to the left of the normal solution. The risk rises and then levels oﬀ (as is the case with the ideal logistic
function). However, unlike the ideal behavior, the actual risk curve gets maximized
before the point of minimum duration and even drops a bit, giving it a concave
shape. While such behavior is counterintuitive, it occurs because in general, shorter
projects are somewhat safer, a phenomenon I call the da Vinci eﬀect. When investigating the tensile strength of wires, Leonardo da Vinci found that shorter wires are
stronger than longer wires (it is because the probability of a defect is proportional
to the length of the wire).1 In analogy, the same is true for projects. To illustrate the
point, consider two possible ways of delivering a 10-man-year project: 1 person for
10 years or 3650 people for 1 day. Assuming both are viable projects (that the people
are available, that you have the time, and so on), the 1-day project is much safer than
the 10-year project. The likelihood of something bad happening in a single day is
1. William B. Parsons, Engineers and Engineering in the Renaissance (Cambridge, MA MIT Press,
1939); Jay R. Lund and Joseph P. Byrne, Leonardo da Vinci’s Tensile Strength Tests: Implications
for the Discovery of Engineering Mechanics (Department of Civil and Environmental Engineering,
University of California, Davis, July 2000).
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open for debate, but it is a near certainty with 10 years. I provide a more quantified
explanation for this behavior later in this chapter.

nc
.

To the right of the normal solution, the risk goes down, at least initially. For example, giving an extra week to a one-year project will reduce the risk of not meeting
that commitment. However, if you keep giving the project more time, at some point
Parkinson’s law will take eﬀect and drastically increase the risk. So, to the right of
the normal solution, the risk curve goes down, becomes minimized at some value
greater than zero, and then starts climbing again, giving it a convex shape.
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This chapter presents my techniques for modeling and quantifying risk. These
models complement each other in how they measure the risk. You often need more
than one model to help you choose between options—no model is ever perfect.
However, each of the risk models should yield comparable results.
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Risk values are always relative. For example, jumping oﬀ a fast-moving train is
risky. However, if that train is about to go over a cliﬀ, jumping is the most sensible
thing to do. Risk has no absolute value, so you can evaluate it only in comparison
with other alternatives. You should therefore talk about a “riskier” project as
opposed to a “risky” project. Similarly, nothing is really safe. The only safe way of
doing any project is not doing it. You should therefore talk about a “safer” project
rather than a “safe” project.
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NORMALIZING RISK

C

The whole point of evaluating risk is to be able to compare options and projects,
which requires comparing numbers. The fi rst decision I made when creating the
models was to normalize risk to the numerical range of 0 to 1.
A risk value of 0 does not mean that the project is risk-free. A risk value of 0 means
that you have minimized the risk of the project. Similarly, a risk value of 1 does not
mean that the project is guaranteed to fail, but simply that you have maximized
the risk of the project.
The risk value also does not indicate a probability of success. With probability, a
value of 1 means a certainty, and a value of 0 means an impossibility. A project with
a risk value of 1 can still deliver, and a project with a risk value of 0 can still fail.
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receive the required time and resources. The remaining type of risk pertains to
how well the project will handle the unforeseen. I call this kind of risk design risk.
Design risk assesses the project’s sensitivity to schedule slips of activities and to
your ability to meet your commitments. Design risk therefore quantifies the fragility of the project or the degree to which the project resembles a house of cards.
Using floats to measure risk is actually quantifying that design risk.
AND

DIRECT COST
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The project risk measurements usually correlate to the direct cost and duration of
the various solutions. In most projects, the indirect cost is independent of the project risk. The indirect cost keeps mounting with the duration of the project even if
the risk is very low. Therefore, this chapter refers to only direct cost.

CRITICALITY RISK
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The criticality risk model attempts to quantify the intuitive impression of risk
when you evaluate the options of Figure 10-3. For this risk model you classify
activities in the project into four risk categories, from most to least risk:
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• Critical activities. The critical activities are obviously the riskiest activities because
any delay with a critical activity always causes schedule and cost overruns.
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• High risk activities. Low float, near-critical activities are also risky because any
delay in them is likely to cause schedule and cost overruns.
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• Medium risk activities. Activities with a medium level of float have medium level
of risk and can sustain some delays.

C

• Low risk activities. Activities with high floats are the least risky and can sustain
even large delays without derailing the project.

You should exclude activities of zero duration (such as milestones and dummies)
from this analysis because they add nothing to the risk of the project. Moreover,
unlike real activities, they are simply artifacts of the project network.
Chapter 8 showed how to use color coding to classify activities based on their
float. You can use the same technique for evaluating the sensitivity or fragility of
activities by color coding the four risk categories. With the color coding in place,
assign a weight to the criticality of each activity. The weight acts as a risk factor.
You are, of course, at liberty to choose any weights that signify the diﬀerence in
risk. One possible allocation of weights is shown in Table 10-1.
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Table 10-1 Criticality risk weights
Activity Color

Weight

Black (critical)

4

Red (high risk)

3

Yellow (medium risk)

2

Green (low risk)

1

n,
I

WC *NC + WR *NR + WY *N Y + WG *NG
WC *N
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Risk =
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The criticality risk formula is:

Ed
u

ca

where:
• WC is the weight of the black, critical activities.

on

• WR is the weight of red, low-float activities.
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• WY is the weight of yellow, medium-float activities.
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• WG is the weight of green, high-float activities.

0

• NC is the number of the black, critical activities.
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• NR is the number of red, low-float activities.

©

• NY is the number of yellow, medium-float activities.
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• NG is the number of green, high-float activities.
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• N is the number of activities in the project (N = NC + NR + NY + NG).

C

Substituting the weights from Table 10-1, the criticality risk formula is:
Risk =

4*NC + 3*NR + 2*N Y + 1*NG
4*N

Applying the criticality risk formula to the network in Figure 10-4 yields:
Risk =
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4*6 + 3*4 + 2*2 + 1*4
= 0.69
4*16
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Customizing Criticality Risk
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The criticality risk model often requires some customization and judgment calls.
First, as mentioned in Chapter 8, the ranges of the various colors (the criteria for
red, yellow, and green activities) must be appropriate for the duration of your project. Second, you should consider defi ning very-low-float or near-critical activities
(such as those with 1 day of float) as critical because these basically have the same
risk as critical activities. Third, even if some activities’ floats are not near-critical,
you should examine the chain on which the activities reside and adjust it accordingly. For example, if you have a year-long chain of many activities and the chain
has only 10 days of float, you should classify each activity on the chain as a critical
activity for risk calculation. A slip with one activity up that chain will consume all
float, turning all downstream activities into critical activities.
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FIBONACCI RISK
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The Fibonacci series is a sequence of numbers in which every item in the series
equals the sum of the previous two, with the exception that the fi rst two values
are defi ned as 1.
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Fibn = Fibn-1 + Fibn-2
Fib2 = Fib1 = 1
This recursive defi nition yields the series of 1, 1, 2, 3, 5, 8, 13, ….

Fibi = ϕ *Fibi-1
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The ratio between two (suﬃciently large) consecutive Fibonacci numbers is an
irrational number known as phi (the Greek letter ϕ), whose value is 1.618..., and
the series is expressed as:

Since ancient times, ϕ has been known as the golden ratio. It is observed throughout nature and human enterprises alike. Two famous (and quite disparate) examples based on the golden ratio are the way the invertebrate nautilus’s shell spirals
and the way markets retrace their former price levels.
Notice that the weights in Table 10-1 are similar to the beginning values of
the Fibonacci series. As an alternative to Table 10-1, you can choose any four
consecutive members from the Fibonacci series (such as [89, 144, 233, 377]) as
weights. Regardless of your choice, when you use them to evaluate the network in
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Figure 10-4, the risk will always be 0.64 because the weights maintain the ratio of
ϕ. If WG is the weight of the green activities, the other weights are:
WY = ϕ*WG
WR = ϕ 2 *WG
WC = ϕ 3 *WG

and the criticality risk formula can be written as:

nc
.

ϕ 3 *WG *NC +ϕ 2 *WG *NR +ϕ *WG *N Y + WG *NG
ϕ 3 *WG *N
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Risk =

ca

tio

Since WG appears in all elements of the numerator and the denominator, the equation can be simplified:
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ϕ 3 *N

on

Risk =
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Approximating the value of ϕ, the formula is reduced to:
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4.24*NC + 2.62*NR + 1.62*N Y + NG
4.24*N
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I call this risk model the Fibonacci risk model.
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Fibonacci Risk Values
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The maximum value that the Fibonacci risk formula can reach is 1.0 in an all-critical
network. The minimum value that it can reach is 0.24 (1/4.24), slightly less than
the minimum criticality risk model value of 0.25 (when using the set [1, 2, 3, 4] for
weights). This supports the notion that risk has a natural lower limit of about 0.25.

ACTIVITY RISK
The criticality risk model uses broad risk categories. For example, if you defi ne
float greater than 25 days as green, then two activities—one with 30 days of float
and the other with 60 days of float—will be placed in the same green bin and will
have the same risk value. To better account for the risk contribution of each individual activity, I created the activity risk model. This model is a far more discrete
than the criticality risk model.
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The activity risk formula is:
N

Risk = 1 −

∑F

i
F1 + ... + Fi + ... + FN
= 1 − i=1
M*N
M*N

where:
• Fi is the float of activity i.

nc
.

• N is the number of activities in the project.

n,
I

• M is the maximum float of any activity in the project or Max(F1, F2, …, FN).
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As with the criticality risk, you should exclude activities of zero duration (milestones and dummies) from this analysis.
Applying the activity risk formula to the network in Figure 10-4 yields:

on

30 + 30 + 30 + 30 + 10 + 10 + 5 + 5 + 5 + 5
= 0.67
30 *16

ar
s

Risk = 1 −

Pe

Activity Risk Values

ht

©

20
2

0

The activity risk model is undefi ned when all activities are critical. However, at
the limit, given a large network (large N) that includes only one noncritical activity
with float M, the model approaches 1.0:
F1
M
1
= 1−
= 1−
≈ 1 − 0 = 1.0
M*N
M*N
N
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Risk ≈ 1 −

C

The minimum value of the activity risk is 0 when all activities in the network have
the same level of float, M:
N

Risk = 1 −

∑M
i=1

M*N

= 1−

M*N
= 1 −1 = 0
M*N

While activity risk can in theory reach zero, in practice it is unlikely that you will
encounter such a project because all projects always have some non-zero amount
of risk.
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Calculation Pitfall
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The activity risk model works well only when the floats of the projects are more
or less uniformly spread between the smallest float and the largest float in the
network. An outlier float value that is significantly higher than all other floats
will skew the calculation, producing an incorrectly high-risk value. For example, consider a one-year project that has a single week-long activity that can
take place anywhere between the beginning and the end of the project. Such an
activity will have almost a year’s worth of float, as illustrated in the network in
Figure 10-5.
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Figure 10-5 Network with outlier high float activity
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Figure 10-5 shows the critical path (bold black) and many activities with some
color-coded level of float (Fi) below. The activity shown above the critical path
itself is short but has an enormous amount of float M.

M >> Fi
N

C
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Since M is much larger than any other Fi, the activity risk formula yields a number
approaching 1:

Risk = 1 −

∑F
i=1

i

M*N

≈ 1−

Fi *N
F
≈ 1 − i ≈ 1 − 0 = 1.0
M*N
M

The next chapter demonstrates this situation and provides an easy and eﬀective
way of detecting and adjusting the float outliers.
The activity risk also produces an incorrectly low activity risk value when the
project does not have many activities and the floats of the noncritical activities
are all of similar or even have identical value. However, except for these rare,
somewhat contrived examples, the activity risk model measures the risk correctly.
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CRITICALITY

VERSUS

ACTIVITY RISK

nc
.

For decent-size real-life projects, the criticality and activity risk models yield very
similar results. Each model has pros and cons. In general, criticality risk reflects
human intuition better, while activity risk is more attuned to the diﬀerences
between individual activities. Criticality risk modeling often requires calibration
or judgment calls, but it is indiﬀerent to how uniformly the floats are spread.
Activity risk is sensitive to the presence of large outlier floats, but it is easy to calculate and does not require much calibration. You can even automate the adjustment of float outliers.

AND

RISK
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COMPRESSION
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Note When the activity risk and the criticality risk diﬀer greatly, you
should determine the root cause. Perhaps the calibration of the criticality
risk was incorrect or the activity risk is skewed because the floats are not
spread uniformly. If nothing stands out, you may want to use the Fibonacci
risk model as the arbitrating risk model.
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As discussed previously, risk decreases slightly with high compression, reflecting
the intuitive observation that shorter projects are safer. Quantified risk modeling
oﬀers an explanation for this phenomenon. The only practical way of highly compressing a software project is to introduce parallel wor0k. Chapter 9 listed several
ideas for engaging in parallel work, such as splitting activities and performing
the less-dependent phases in parallel to other activities or introducing additional
activities that enable the parallel work. Figure 10-6 shows this eﬀect in a qualitative manner.

C

Figure 10-6 depicts two networks, with the bottom diagram being the compressed
version of the top diagram. The compressed solution has fewer critical activities,
a shorter critical path, and more noncritical activities in parallel. When measuring
the risk of such compressed projects, the presence of more of activities with float
and fewer critical activities will decrease the risk value produced by both the criticality and activity risk models.
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date by introducing float along the critical path. Risk decompression is the best
way to reduce the project’s fragility, its sensitivity to the unforeseen.
You should decompress the project when the available solutions are too risky.
Other reasons for decompressing the project include concerns about the present
prospects based on a poor past track record, facing too many unknowns, or a volatile environment that keeps changing its priorities and resources.
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As discussed in Chapter 7, a classic mistake when trying to reduce risk is to pad
estimations. This will actually make matters worse and decrease the probability
of success. The whole point of decompression is to keep the original estimations
unchanged and instead increase the float along all network paths.
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At the same time, you should not over-decompress. Using the risk models, you can
measure the eﬀect of the decompression and stop when you reach your decompression target (discussed later in this section). Excessive decompression will have
diminishing returns when all activities have high float. Any additional decompression beyond this point will not reduce the design risk, but will increase the overall
overestimation risk and waste time.

TO

DECOMPRESS
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You can decompress any project design solution, although you typically decompress only the normal solution. Decompression pushes the project a bit into the
uneconomical zone (see Figure 10-2), increasing the project’s time and cost. When
you decompress a project design solution, you still design it with the original staﬀing. Do not be tempted to consume the additional decompression float and reduce
the staﬀ —that defeats the purpose of risk decompression in the fi rst place.

C

A straightforward way of decompressing the project is to push the last activity or
the last event in the project down the timeline. This adds float to all prior activities
in the network. In the case of the network depicted in Figure 10-4, decompressing
activity 16 by 10 days results in a criticality risk of 0.47 and an activity risk of
0.52. Decompressing activity 16 by 30 days results in a criticality risk of 0.3 and
an activity risk of 0.36.
A more sophisticated technique is to also decompress one or two key activities
along the critical path, such as activity 8 in Figure 10-4. In general, the further
down the network you decompress, the more you need to decompress because any
slip in an upstream activity can consume the float of the downstream activities.
The earlier in the network you decompress, the less likely it is that all of the float
you have introduced will be consumed.
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DECOMPRESSION TARGET
When decompressing a project, you should strive to decompress until the risk
drops to 0.5. Figure 10-7 demonstrates this point on the ideal risk curve using a
logistic function with asymptotes at 1 and 0.
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Figure 10-7 The decompression target on the ideal risk curve
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When the project has a very short duration, the value of risk is almost 1.0, and
the risk is maximized. At that point the risk curve is almost flat. Initially, adding
time to the project does not reduce the risk by much. With more time, at some
point the risk curve starts descending, and the more time you give the project, the
steeper the curve gets. However, with even more time, the risk curve starts leveling
oﬀ, oﬀering less reduction in risk for additional time. The point at which the risk
curve is the steepest is the point with the best return on the decompression—that
is, the most reduction in risk for the least amount of decompression. This point
defi nes the risk decompression target. Since the logistic function in Figure 10-7 is a
symmetric curve between 0 and 1, the tipping point is at a risk value of exactly 0.5.
To determine how the decompression target relates to cost, compare the actual
risk curve with the direct cost curve (Figure 10-8). The actual risk curve is confi ned to a narrower range than the ideal risk curve and never approaches either
0 or 1, although it behaves similarly to a logistic function between its maximum
and minimum values. As discussed at the beginning of this chapter, the steepest
point of the risk curve (where concave becomes convex) is at minimum direct cost,
which coincides with the decompression target (Figure 10-8).
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Direct Cost

Direct Cost

Risk
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Direct Cost
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Figure 10-8 Minimum direct cost coincides with risk at 0.5
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Since the risk keeps descending to the right of 0.5, you can think of 0.5 as a minimum decompression target. Again, you should monitor the behavior of the risk
curve and not over-decompress.
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If the minimum direct cost point of the project is also the best point risk-wise, this
makes it the optimal design point for the project, oﬀering the least direct cost at
the best risk. This point is neither too risky nor too safe, benefiting as much as
possible from adding time to the project.
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Note In theory, the minimum direct cost point of the project coincides
with the normal solution and the steepest point on the risk curve. In practice, that is rarely the case because the model is fundamentally a discrete
model, and you usually make concessions for reality. Your normal solution
may be close to the minimum point of direct cost, but not exactly at it. This
means you often have to decompress the normal solution to the tipping
point of the risk curve.
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RISK METRICS
To end this chapter, here are a few easy-to-remember metrics and rules of thumb.
As is the case with every design metric, you should use them as guidelines. A
violation of the metrics is a red flag, and you should always investigate its cause.
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• Keep risk between 0.3 and 0.75. Your project should never have extreme risk
values. Obviously, a risk value of 0 or 1.0 is nonsensical. The risk should not be
too low: Since the criticality risk model cannot go below 0.25, you can round
the lower possible limit of 0.25 up to 0.3 as the lower bound for any project.
When compressing the project, long before the risk gets to 1.0 (a fully critical
project), you should stop compressing. Even a risk value of 0.9 or 0.85 is still
high. If the bottom quarter of 0 to 0.25 is disallowed, then for symmetry’s sake
you should avoid the top quarter of risk values between 0.75 and 1.0.
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• Decompress to 0.5. The ideal decompression target is a risk of 0.5, as it targets
the tipping point in the risk curve.
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• Do not over-decompress. As discussed, decompression beyond the decompression target has dismissing returns, and over-decompression increases the risk.

20
2

0

Pe

ar
s

• Keep normal solutions under 0.7. While elevated risk may be the price you pay
for a compressed solution, it is inadvisable for a normal solution. Returning to
the symmetry argument, if risk of 0.3 is the lower bound for all solutions, then
risk of 0.7 is the upper bound for a normal solution. You should always decompress high-risk normal solutions.
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You should make both risk modeling and risk metrics part of your project design.
Constantly measure the risk to see where you are and where you are heading.
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