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Chapter 1

Prelude: Computing 
from Ancient Times to 
the Modern Era

The human need to compute probably originated in prehistory when humans 
began to accumulate physical possessions. It soon became desirable to keep 
track of how many specifi c possessions (e.g., cattle) were owned by a family or 
tribe. Once simple addition and subtraction became possible, a related need 
was to record the information so it could be kept for long time periods and 
could be shared with others. Early recording devices were pebbles or physical 
objects, but it was eventually found that these could be replaced with symbols.

As humans evolved and began to settle in communities, other calculating 
needs arose, such as measuring the dimensions of bricks or marking off fi elds. 
With leisure came curiosity and a need for more complex calculations of time, 
distance, and the positions of the stars.

Fairly soon, the labor involved with calculations was seen as burdensome 
and tedious, so mechanical devices that could speed up calculations (the abacus 
being among the fi rst) were developed.

Tools for assisting with logical decisions were the last to be developed. The 
needs for rapid calculations, long-range data storage, and complex decision 
making were the critical factors that eventually came together to inspire the 
design of computers and software.

The Human Need to Compute

A book on the history of software engineering and computers should not just 
start abruptly at a specifi c date such as 1930. It is true that digital computers 
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and the beginnings of software were fi rst articulated between 1930 and 1939, 
but many prior inventions over thousands of years had set the stage.

From ancient times through today, there was a human need for various kinds 
of calculations. There has also been a human need to keep the results of those 
calculations in some kind of a permanent format.

Another human need that is harder to articulate is the need for logical analy-
sis of alternative choices. An example of such a choice is whether to take a long 
fl at road or a short hilly road when moving products to a marketplace. Another 
choice is what kind of crop is most suited to a particular piece of land.

More important alternatives are whether or not a community should go to 
war with another community. In today’s world, some choices have life and 
death importance, such as what is the best therapy to treat a serious medical 
condition like antibiotic-resistant tuberculosis.

Other choices have economic importance. The Republicans and Democrats 
are examples of totally opposite views of what choices are best for the U.S. 
economy.

For choices with diametrically opposing alternatives, it is not possible for 
both sides to be right, but it is easily possible for both sides to be wrong. (It is 
also possible that some other choice and neither of the alternatives is the best.)

From analysis of what passes for arguments between the Democrats and 
Republicans, both sides seem to be wrong and the end results will probably 
damage the U.S. economy, no matter which path is taken.

From the point of view of someone who works with computers and software 
on a daily basis, it would not be extremely diffi cult to create mathematical mod-
els of the comparative impacts on the economy of raising taxes (the Democratic 
goal), reducing spending (the Republican goal), or some combination of both.

But instead of rational discussions augmented by realistic fi nancial models, 
both sides have merely poured out rhetoric with hardly any factual information 
or proof of either side’s argument. It is astonishing to listen to the speeches of 
Republicans and Democrats. They both rail against each other, but neither side 
presents anything that looks like solid data.

The same kinds of problems occur at state and municipal levels. For exam-
ple, before the 2012 elections, the General Assembly of Rhode Island passed 
unwise legislation that doubled the number of voters per voting station, which 
effectively reduced the places available for citizens to vote by half.

The inevitable results of this foolish decision were huge lines of annoyed vot-
ers, waits of up to four hours to vote, and having to keep some voting stations 
open almost until midnight to accommodate the voters waiting in line.
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This was not a very complicated issue. The numbers of voters passing 
through voting stations per hour have been known for years. But the Rhode 
Island Assembly failed to perform even rudimentary calculations about what 
halving the number of voting stations would do to voter wait times.

As a result, in the 2012 elections, many Rhode Island citizens who could not 
afford to wait four hours or more simply left without voting. They were dis-
franchised by the folly of a foolish law passed by an inept general assembly. 
This law by the Rhode Island Assembly was incompetent and should never have 
been passed without mathematical modeling of the results of reducing polling 
places on voting wait times.

The point of carping about governments passing unwise laws and issuing 
foolish regulations is because in today’s world, computers and software could 
easily provide impact assessments and perhaps even eliminate thoughts of pass-
ing such foolish laws and regulations.

The fact that humans have used mathematics, made logical choices, and kept 
records from prehistory through today brings up questions that are relevant to 
the history of software and computers:

• What kinds of calculations do we use?

• What kinds of information or data do we need to save?

• What are the best storage methods for long-range retention of 
information?

• What methods of analysis can help in making complicated choices or 
decisions?

• What are the best methods of communicating data and knowledge?

It is interesting to consider these fi ve questions from ancient times through 
the modern era and see how computers and software gradually emerged to help 
in dealing with them.

Early Sequence of Numerical Knowledge

Probably soon after humans could speak they could also count, at least up to 
ten, by using their fi ngers. It is possible that Neanderthals or Cro-Magnons 
could count as early as 35,000 years ago, based on parallel incised scratches on 
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both a wolf bone in Czechoslovakia from about 33,000 years ago and a baboon 
bone in Africa from about 35,000 years ago.

Whether the scratches recorded the passage of days, numbers of objects, or 
were just scratched as a way to pass time is not known. The wolf bone is the 
most interesting due to having 55 scratches grouped into sets of fi ve. This raises 
the probability that the scratches were used to count either objects or time.

An even older mastodon tusk from about 50,000 years ago had 16 holes drilled 
into it, of unknown purpose. Because Neanderthals and Cro-Magnons overlapped 
from about 43,000 bce to 30,000 bce, these artifacts could have come from either 
group or from other contemporaneous groups that are now extinct.

It is interesting that the cranial capacity and brain sizes of both Neanderthals 
and Cro-Magnons appear to be slightly larger than modern homo sapiens, 
although modern frontal lobes are larger. Brain size does not translate directly 
into intelligence, but it does indicate that some form of abstract reasoning might 
have occurred very early. Cave paintings date back more than 40,000 years, so 
at least some form of abstraction did exist.

In addition to counting objects and possessions, it was also important to be 
able to keep at least approximate track of the passage of time. Probably the length 
of a year was known at least subjectively more than 10,000 years ago. With the 
arrival of agriculture, also about 10,000 years ago, knowing when to plant cer-
tain crops and when to harvest them would have aided in food production.

One of the fi rst known settlements was Catal Huyuk in Turkey, dating from 
around 7,000 bce. This village, constructed of mud bricks, probably held sev-
eral hundred people. Archaeological fi ndings indicate agriculture of wheat, bar-
ley, and peas. Meat came from cattle and wild animals.

Findings of arrowheads, mace heads, pottery, copper, and lead indicate that 
probably some forms of trading took place at Catul Huyuk. Trading is not eas-
ily accomplished without some method of keeping track of objects. There were 
also many images painted on walls and this may indicate artistic interests.

The probable early sequence of humans acquiring numerical knowledge may 
have started with several key topics:

• Prehistoric numeric and mathematical knowledge:

• Counting objects to record ownership

• Understanding the two basic operations of addition and subtraction

• Measuring angles, such as due east or west, to keep from getting lost
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• Counting the passage of time during a year to aid agriculture

• Counting the passage of daily time to coordinate group actions

• Numeric and mathematical knowledge from early civilizations:

• Counting physical length, width, and height in order to build structures

• Measuring weights and volumes for trade purposes

• Measuring long distances such as those between cities

• Measuring the heights of mountains and the position of the sun above 
the horizon

• Understanding the mathematical operations of multiplication and division

• Numeric and mathematical knowledge probably derived from priests 
or shamans:

• Counting astronomical time such as eclipses and positions of stars

• Measuring the speed or velocity of moving objects

• Measuring curves, circles, and irregular shapes

• Measuring rates of change such as acceleration

• Measuring invisible phenomena such as the speed of sound and light

• Numeric and mathematical knowledge developed by mathematicians:

• Analyzing probabilities for games and gambling

• Understanding abstract topics such as zero and negative numbers

• Understanding complex topics such as compound interest

• Understanding very complex topics such as infi nity and uncertainty

• Understanding abstract topics such as irrational numbers and quantum 
uncertainty

Prehistoric numeric and mathematical knowledge probably could have been 
handled with careful observation assisted by nothing more than tokens such as 
stones or scratches, plus sticks for measuring length. Addition and subtraction 
are clearly demonstrated by just adding or removing stones from a pile.
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Numeric and mathematical knowledge from early civilizations would have 
needed a combination of abstract reasoning aided by physical devices. Obvi-
ously, some kind of balance scale is needed to measure weight. Some kind of 
angle calculator is needed to measure the heights of mountains. Some kind of 
recording method is needed to keep track of events, such as star positions over 
long time periods.

Numeric and mathematical knowledge probably derived from priests or 
shamans would need a combination of abstract reasoning; accurate time keep-
ing; accurate physical measures; and awareness that mathematics could repre-
sent intangible topics that cannot be seen, touched, or measured directly. This 
probably required time devoted to intellectual studies rather than to farming 
or hunting.

Numeric and mathematical knowledge developed by mathematicians is per-
haps among the main incentives leading to calculating devices and eventually to 
computers and software. This required sophisticated knowledge of the previous 
topics, combined with fairly accurate measurements and intellectual curiosity in 
minds that have a bent for mathematical reasoning. These probably originated 
with people who had been educated in mathematical concepts and were inven-
tive enough to extend earlier mathematical concepts in new directions.

One of the earliest cities, Mohenjo-Daro, which was built in Northern India 
about 3,700 years ago, shows signs of sophisticated mathematics. In fact, bal-
ance scales and weights have been excavated from Mohenjo-Daro.

This city may have held a population of 35,000 at its peak. The streets are 
laid out in a careful grid pattern; bricks and construction showed signs of stand-
ard dimensions and reusable pieces. These things require measurements.

Both Mohenjo-Daro and another city in Northern India, Harappa, show 
signs of some kind of central authority because they are built in similar styles. 
Both cities produced large numbers of clay seals incised both with images of 
animals and with symbols thought to be writing, although these remain undeci-
phered. Some of these clay seals date as far back as 3,300 bce.

Other ancient civilizations also developed counting, arithmetic, measures of 
length, and weights and scales. Egypt and Babylonia had arithmetic from before 
2,000 bce.

As cities became settled and larger, increased leisure time permitted occupa-
tions to begin that were not concerned with physical labor or hunting. These 
occupations did not depend on physical effort and no doubt included priests 
and shamans. With time freed from survival and food gathering, additional 
forms of mathematical understanding began to appear.
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Keeping track of the positions of the stars over long periods, measuring 
longer distances such as property boundaries and distances between villages, 
and measuring the headings and distances traveled by boats required more 
complex forms of mathematics and also precise measurements of angles and 
time periods. The advent of boat building also required an increase in mathe-
matical knowledge. Boat hulls are of necessity curved, so straight dimensional 
measurements were not enough.

Rowing or sailing a boat in fresh water or within sight of land can be done 
with little or no mathematical knowledge. But once boats began to venture onto 
the oceans, it became necessary to understand the positions of the stars to keep 
from getting lost.

Australia is remote from all other continents and was not connected by a land 
bridge to any other location since the continents broke up. Yet it was settled 
about 40,000 years ago, apparently by means of a long ocean voyage from one 
(or more) of the continents. The islands of Polynesia and Easter Island are also 
far from any mainland and yet were settled thousands of years ago. These things 
indicate early knowledge of star positions and some kind of math as well.

Many early civilizations in Egypt, Mesopotamia, China, India, and South 
America soon accumulated surprisingly sophisticated mathematical knowledge. 
This mathematical knowledge was often associated with specialists who 
received substantial training.

Many ancient civilizations, such as the ancient Chinese, Sumerians, Babylonians, 
Egyptians, and Greeks, invested substantial time and energy into providing training 
for children. Not so well known in the West are the similar efforts for training in 
India and among the people of Central and South America, such as the Olmecs, 
Mayans, Incans, and later the Aztecs.

Japan also had formal training. For the upper classes, Japanese training 
included both physical skills in weapons and also intellectual topics such as 
reading, writing, and mathematics. All of these ancient civilizations developed 
formal training for children and also methods of recording information.

The University of Nalanda in Northern India was founded circa 472 bc and 
lasted until about the 12th century, with a peak enrollment during around 500 AD. 
It was one of the largest in the ancient world, with more than 10,000 students 
from throughout Asia and more than 2,000 professors. It was among the fi rst 
universities to provide training in mathematics, physics, medicine, astronomy, and 
foreign languages.

The University of Nalanda had an active group of translators who translated 
Sanskrit and Prakrit into a variety of other languages. In fact, much of the 



Chapter 1 Prelude: Computing from Ancient Times to the Modern Era8

information about the University of Nalanda comes from Chinese translations 
preserved in China since the University of Nalanda library was destroyed dur-
ing the Moslem invasion of India in the 12th century. It was reported to be so 
large that it burned for almost six weeks.

Indian scholars were quite advanced even when compared to Greece and 
Rome. Concepts such as zero and the awareness of numerous star systems were 
known in India prior to being known in Europe. (The Olmecs of Central America 
also used zero prior to the Greeks.)

In ancient times, out of a population of perhaps 1,000 people in a Neolithic 
village, probably more than 950 were illiterate or could only do basic counting 
of objects and handle simple dimensional measures. But at least a few 
people were able to learn more complex calculations, including those associ-
ated with astronomy, construction of buildings and bridges, navigation, and 
boat building.

Inventions for Improved Mathematics

From the earliest knowledge of counting and numerical concepts, those who 
used numerical information were troubled by the needs for greater speed in cal-
culating and for greater reliability of results than the unaided human mind 
could provide. In order to explain the later importance of computers and soft-
ware, it is useful to begin with some of the earliest attempts to improve mathe-
matical performance.

It is also useful to think about what computers and software really do and 
why they are valuable. The services that are provided to the human mind by 
various calculating devices include, but are not limited to, the following:

• Basic arithmetic operations of addition, subtraction, multiplication, and 
division

• Scientifi c mathematics, including powers, sines, cosines, and others

• Financial mathematics, including simple and compound interest and rates 
of return

• Logical calculations, such as routing and choices between alternatives

• Calculations of time, distance, height, and speed
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• Deriving useful inductive knowledge from large collections of disparate 
information

• Deductive logic, such as drawing conclusions from rules

In doing research for this chapter, a great many interesting and useful sources 
were found during my web searches. For example, IBM has a graphical history 
of mathematics that can even be downloaded onto iPhones. Wikipedia and 
other web sources have dozens of histories of computer hardware and some 
histories of software development, too. More than a dozen computer museums 
were noted in a number of countries, such as the London Science Museum, 
which has a working version of the Babbage analytical engine on display.

For this book, it seemed useful to combine six kinds of inventions that are all 
synergistic and ultimately related to each other as well as to modern software.

Mathematics is the fi rst of these six forms of invention. Calculating devices, 
computers, and software were all fi rst invented to speed up mathematical calcula-
tions. Mathematics probably started with addition and subtraction and were then 
followed later by multiplication and division. After that, many other and 
more abstract forms appeared: geometry, trigonometry, algebra, and calculus, for 
example.

The second form of invention is the recording of ideas and information so 
they can be shared and transmitted and also to keep the ideas available over 
long time periods. The inventions in this category include writing systems and 
physical storage of writing. Physical storage of writing includes stone tablets, 
clay tablets, papyrus, animal skins, paper, and eventually magnetic and optical 
storage. Storage also includes manuscripts, books, libraries, and eventually 
databases and cloud storage.

The third form of invention is that of physical calculating devices that could 
assist human scholars in faster and more accurate calculations than would be 
possible using only the human mind and the human body. Tables of useful val-
ues were perhaps the fi rst method used to speed up calculations. Physical devices 
include the abacus, protractors, astrolabes, measuring devices, mechanical cal-
culating devices, slide rules, analog computers, and eventually electronic digital 
computers.

A fourth form of invention involves the available channels for distributing 
information to many people. The fi rst channel was no doubt word of mouth and 
passing information along to be memorized by students or apprentices. But soon 
information transmission started to include markings on stones and bones; 
markings on clay; and eventually pictographs, ideographs, and fi nally alphabets.
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The fi fth form of invention is that of software itself. This is the most recent 
form of invention; essentially all software used in 2013 is less than 55 years 
old, probably more than 50% of the software is less than 20 years old.

A sixth form of invention is indirect. These are enabling inventions that are 
not directly connected to computers and software but that helped in their devel-
opment. One such enabling invention is the patent system. A second and very 
important enabling invention was plastic.

Mathematics and Calculating

Table 1.1 shows the approximate evolution of mathematics, calculating devices, 
and software from prehistory through the modern era. It is intended to show 
the overall sweep of inventions and is not a precise timeline. The table focuses 
on the inventions themselves rather than providing the names of the inventors, 
such as Newton, Leibnitz, Turing, Mauchly, von Neumann, Hopper, and many 
others. The topics in Table 1.1 that eventually had an impact on computers and 
software are shown in italic.

Mathematics, Calculating Devices, and Software Approximate Number of 
Years Prior to 2013

Counting objects 35,000

Addition and subtraction 30,000

Measuring angles 25,000

Counting the annual passage of time 20,000

Pebbles used for calculation 20,000

Counting the daily passage of time 19,000

Quantifying physical length, width, and height 18,000

Measuring weights and volumes 15,000

Measuring long distances between towns 10,000

Measuring astronomical time 7,000

Geometry 5,500

Sundials 5,500

Measuring the height of the sun and mountains 5,000

Table 1.1 Evolution of Mathematics, Calculating Devices, and Software
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Mathematics, Calculating Devices, and Software Approximate Number of 
Years Prior to 2013

Multiplication and division 4,500

Measuring the speed of moving objects 4,000

Analog computing devices 4,000

Algebra 4,000

Trigonometry 4,000

Fractions 4,000

Multiplication tables 3,900

Clocks: water 3,300

Decimal numbers 3,100

Abacus and mechanical calculations 3,000

Clocks: mechanical 3,000

Binary numbers 2,700

Zero 2,600

Measuring curves, circles, and irregular objects 2,500

Measuring temperature 2,500

Antikythera mechanism 2,200

Astrolabe 2,100

Abstract topics such as zero and negative numbers 2,000

Hourglasses 1,500

Complex topics such as compound interest 1,400

Measuring probabilities for games of chance 1,000

Accounting 900

Graphs 800

Slide rules 575

Measuring rates of change and acceleration 500

Mechanical calculators for addition and subtraction 425

Measuring power 400

Calculating trajectories 400

Mechanical calculators for multiplication and division 375

(Continued)

Table 1.1 (Continued)
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Mathematics, Calculating Devices, and Software Approximate Number of 
Years Prior to 2013

Measuring invisible phenomena such as sound 350

Abstract topics such as irrational numbers and uncertainty 350

Punch-card calculating devices 350

Calculus 350

Counting short passages of time (<1 second) 300

Large-scale statistical studies with millions of samples 250

Very complex topics such as infi nity and uncertainty 250

Mathematical weather prediction 250

Measuring electrical and magnetic phenomena 200

Mechanical tabulating machines 200

Boolean algebra 175

Set theory 150

Fuzzy sets 145

Relativity 105

Measuring the strong and weak forces and gravity 100

Digital computers 70

Operations research 65

Programming languages 65

Sorting algorithms 55

Databases 55

Pocket calculators 50

Mathematical software applications 50

Scientifi c software applications 50

Financial software applications 45

Statistical software applications 40

Accounting software applications 40

Architectural and engineering applications 40

Graphics rendering engines for games 35

Table 1.1 (Continued)
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Table 1.1 illustrates the fact that the human use of mathematics is ancient 
and can be traced almost as far back as speech. The reason for this is that 
mathematical knowledge became a critical factor when human beings started to 
live in villages and trade with others.

Those who hunt and gather wild plants have little need for math and only 
rudimentary needs for sophisticated communications of any kind. But the 
advent of agriculture, living in communities, and trade with other communities 
brought the needs for weights, measures, awareness of seasonal changes, and at 
least basic arithmetic such as addition and subtraction.

Table 1.2 Evolution of Recording Methods and Media

Recording Methods and Media Approximate Number of Years 
Prior to 2013

On stone or bones 50,000

On clay 6,000

With pictographs such as hieroglyphics 4,500

On papyrus 4,000

With ideographs such as Chinese characters 4,000

Using encryption 2,500

With alphabetic information 2,500

On vellum 2,000

On paper 2,000

In full color 700

Graphically 400

On punched cards 350

Using tactile symbols such as Braille 250

On paper tape 250

Using cameras and fi lm 160

Recording sounds 130

Magnetically on tape 125

On vinyl 125

Dynamically in full motion 100

On microfi lm 80

(Continued)
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Recording Information

Once calculations have been performed, there is also a need to keep the infor-
mation in a permanent or at least long-lasting format so that the information 
can be shared with others or used later on as needed. Table 1.2 considers all of 
the various methods used from ancient times through the modern era for 
recording information in a permanent form.

As can be seen from Table 1.2, the recording of information is an ancient 
activity that dates back about as far as the invention of writing and numerals. 
Without a method of recording the information, calculations or ownership of 
articles could not be shared with others or used later to verify transactions.

A modern problem that will be discussed in later chapters is the fact that 
storage methods are not permanent and there is uncertainty about how long 
either paper records or computerized records might last.

Paper is fl ammable and also affected by insects, moisture, and other forms of 
destruction. Magnetic memory is long lasting but not permanent. What’s worse 
is that any kind of stray magnetic fi eld can damage or destroy magnetic records.

Optical records stored on plastic disks might last 100 years or more, but the 
plastic itself has an unknown life expectancy and the recording surfaces are eas-
ily damaged by abrasion, soot, fi re, or mechanical stress.

The bottom line is that the earliest known forms of records, such as carvings 
on stone or clay, probably have the longest life expectancies of any form of 
recording yet invented.

Recording Methods and Media Approximate Number of Years 
Prior to 2013

Recording in three dimensions 75

Magnetically on disks 55

Optically on disks 50

On solid-state devices 35

Using multimedia 30

Using digital cameras 25

On e-books 25

On smartphones 10

Using quantum bits 5

Heterogeneous databases (big data) 5

Table 1.2 (Continued)
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Communicating Information

Table 1.3 lists the inventions for how information can be transmitted or shared 
with other human beings once calculations have been performed and the results 
stored in some fashion. It is obvious that almost all information will be needed 
by more than one person, so communication and information sharing are 
almost as old as mathematics.

Table 1.3 Evolution of Communication Channels

Communication Channels Approximate Number of Years Prior 
to 2013

Word of mouth 50,000

Couriers 6,000

Flashing lights 5,000

Smoke signals 5,000

Music notation 4,500

Carrier pigeons 3,500

Codes and ciphers 2,500

Handwritten books 2,500

Mirrors or polished surfaces 2,000

Sign languages 1,750

Knotted strings 1,500

Printed books 1,000

Graphs for mathematical values 800

Newspapers 350

Magazines 300

Signal length (Morse code) 175

Touch for the blind (Braille) 175

Telegraph 175

Radio 150

Telephone 130

Television 70

Satellite 60

Subliminal signals 50

(Continued)
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Over the centuries, the human species has developed scores of interesting 
and useful methods for conveying information. Often, there is a need to trans-
mit information over very long distances. Until recently, carrier pigeons were 
used for messages between distant locations.

However, military organizations have long recognized that visible hilltops or 
other high places could be used to send information over long distances by 
means of either polished surfaces during the day or fi res at night. Recall the 
famous line from Paul Revere’s ride that describes lighting lanterns in the North 
church tower to warn of the approach of British troops: “. . . one if by land, 
two if by sea.”

Communication with undersea submarines was diffi cult until the advent of 
communication by ultra-low frequency sounds.

Codes and secret communications also have a long history of several thou-
sand years. Later chapters of this book will deal with several forms of codes 
and secret communications during World War II, including the famous Native 
American “code talkers” who spoke in a code based on Navajo, Choctaw, and 
other Native American languages.

Communication Channels Approximate Number of Years Prior 
to 2013

Sleep learning 40

Ultra-low frequency sounds 35

Internet 30

Devices for the deaf (cochlear implants) 30

Electronic books (e-books) 25

Lasers 25

Automatic language translation 25

Intranet 20

Avatars in simulated worlds 15

Blogs 12

Webinars or podcasts 12

Wiki sites 10

Social networks 10

Animated multisensory methods 5

Table 1.3 (Continued)
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Awareness of the need to communicate is ancient knowledge. There is a curi-
ous passage in a Buddhist sutra dating from about the third century bc, in which 
the Buddha discussed how his teachings might be transmitted. He mentions cas-
ually that, on earth, teachings are transmitted with words, but on other worlds, 
teachings are transmitted by lights, by scents, or by other nonverbal means.

Storing Information

Table 1.4 lists how information has been stored and accessed. As all scholars and 
researchers know, once the volume of information exceeds a few books or a few 
dozen written documents, there is an urgent need for some kind of taxonomy or 
catalog scheme to ensure that information can be found again when it is needed.

Information storage and access are critical features of modern computers, 
and modern software has played a huge part in improving information retrieval.

Table 1.4 Evolution of Information Storage and Access

Information Storage and Access Approximate Number of Years 
Prior to 2013

Personal collections of written information 6,000

Libraries or public collections of written 
information

4,500

Topical collections of laws and legal codes 2,000

Topical collections such as medical and law libraries 1,200

University curricula for information by topic 1,000

Taxonomy for biological and scientifi c organization 300

Dewey decimal system for book organization 135

Sequential databases of information 65

Random databases of information 55

Relational databases of information 50

Affi nity recommendations based on past 
preferences

35

Web search engines for selection of keyword 
information

25

Intelligent agents for selection of relevant 
information

15

Big data analytical tools 10
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Table 1.4 shows topics that have been diffi cult for large volumes of infor-
mation for thousands of years and that in fact are becoming worse in the 
modern world. For most of human history, information collections seldom 
topped more than 10,000 volumes, even for large libraries. In today’s world 
of almost instantaneous recording of all books, magazines, research papers, 
images, and other forms of intellectual content, there are now billions of 
documents. Every week that passes, more and more information is published, 
recorded, and added to cloud libraries and other forms of computer storage. 
There is no end in sight.

There is an urgent need for continuing study of the best ways of recording 
information for long-term survival and for developing better methods of sort-
ing through billions of records and fi nding and then aggregating topics rele-
vant to specifi c needs. The emerging topic of “big data” is beginning to 
address these issues, but the solution is not currently visible and is still over 
the horizon.

The fi rst and most long-lasting method of storing and accessing data was by 
means of libraries. Throughout civilized history, many famous libraries have 
served scholars and researchers. The library of Alexandria, the library of the Uni-
versity of Nalanda, the library of Perganum, the fi ve libraries of Ugarit, the Roman 
libraries of Trajan in the Forum, and the library of Constantinople were all famous 
throughout antiquity.

Modern libraries such as the Library of Congress, the Harvard Library, and 
in fact many large college libraries still serve as major repositories of informa-
tion for students and researchers.

Books have been used for thousands of years to record and convey knowl-
edge from human to human, especially from teachers to students. Personal 
libraries of reference books are the normal accoutrements of all professions, 
including engineering, law, medicine and, of course, software engineering.

More recently, e-books, web search engines, and intelligent agents are mak-
ing it possible for individuals and scholars to access more data and information 
at greater orders of magnitude than was possible at any time in human history 
up until about 25 years ago.

Enabling Computers and Software

Table 1.5 departs somewhat from the direct line of descent between inventions 
and computers and software. This table deals with some of the enabling inven-
tions that later became important when computers and software also became 
important.
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One of the fi rst enabling inventions is that of the patent system itself. The 
fi rst known patent in English was granted in 1331 in England to a man named 
John Kemp. Later, an Italian patent was granted in Florence in 1421. Patents 
similar to modern patents and enforced by statute appeared in Venice in a law 
establishing patents in 1474.

Table 1.5 Enabling Inventions for Computers and Software

Enabling Inventions Approximate Number of Years 
Prior to 2013

The modern patent systems 800

Boolean algebra 175

Plastics for computer cases, screens, 
connections, etc.

125

Vacuum tubes 120

Punched cards 120

CRT tubes 80

Von Neumann architecture 75

Paper tape 75

Integrated circuits 70

Transistors 70

Magnetic tape 70

High-level programming languages 65

Magnetic disks 60

Operating systems 55

Magnetic ink for bank checks 55

Magnetic stripes for credit cards 50

Graphics display adapters 40

Laser printers 40

Floppy disks 40

Dot matrix printers 35

Ethernet 35

LED displays 30

Ink-jet printers 25

Solid-state memory 20

Flash disks 15
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The fi rst patent issued in North America was issued by the Massachusetts 
General Court in 1641 to a man named Samuel Winslow for a method of 
making salt. The fi rst federal patent law in the United States was passed 
on April 10, 1790, and had the title of “An Act to Promote the Progress of 
Useful Arts.”

Note
The name “patent” is derived from the phrases “letters patent” and “letters close.” The seal on 
letters close covered the fold and had to be broken in order to read the letter. The seal on letters 
patent was attached to the bottom of the document so it could be read with the seal intact.

Software patents have had a very convoluted path and were sometimes 
barred and more recently accepted. But there is no guarantee that software pat-
ents will always be accepted by the U.S. Patent Offi ce. In the 1960s, software 
patents were barred and several lawsuits were fi led, with the courts generally 
concurring that software was not patentable.

In 1981, the U.S Supreme Court became involved in the case of Diamond vs. 
Diehr and decided that, at least in special cases, software was patentable. This 
forced a change of procedure in the Patent Offi ce. But the situation remained 
murky and ambiguous and largely decided on by a case-by-case basis without 
any real guides or fi xed rules.

In 1998 in the famous case of State Street Bank vs. Signature Financial 
Group, it was fi nally decided what forms of software could be patented. This 
case involved the hub-and-spoke method of processing mutual funds. The 
Supreme Court decided that business processes, including those embodied in 
software, were patentable.

A number of other precursor inventions were also important. For example, 
without transistors and integrated circuits, there would not be any portable 
computers, embedded computers, or any types of small electronic devices that 
today all use software.

The inventions that became integral parts of computers include plastic 
for cases and screens, integrated circuits, transistors, graphics boards, and 
LED displays.

Other inventions had a strong impact on the use of computers and hence on 
the software that was created to support those uses. For example, without the 
1960 IBM patent on a magnetic stripe that could be applied to plastic, credit 
cards would not have been developed. Without the invention of magnetic ink, 
bank checks would still be sorted alphabetically instead of in numeric order and 
probably sorted by hand.
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Key Inventions Relevant to Software

The inventions listed in the previous tables are all important in one way or 
another. However, in thinking about the inventions that had the greatest 
impact on software, the inventions discussed in the following section are the 
most critical.

Alphabetic Languages

Information recorded using pictograms such as Egyptian hieroglyphics is ele-
gant and beautiful and has produced some wonderful calligraphy, but such sys-
tems do not lend themselves to rapid data entry and computerization. The same 
is true of information recorded using ideograms such as Chinese and 
Japanese kanji (which uses Chinese symbols). There are thousands of symbols, 
which makes typing extremely diffi cult.

During World War II, the text entered into the Japanese “Purple” coding 
machine actually used two American Underwood typewriters and plain text 
using English characters. Alphabetic languages have the greatest speed for 
typed entry.

Binary and Decimal Numbers and Zero

Computers and software can process numbers using any base such as binary, 
octal, decimal, or hexadecimal. However, electronic circuits for performing 
mathematics are somewhat easier to design using binary arithmetic. Octal or 
base 8 numbering systems are easily convertible from binary. (Some Native 
American tribes used octal numbers since they counted by using the gaps 
between the fi ngers rather than the fi ngers themselves.) Several computers were 
based on octal numbers such as the DEC PDP line.

Hexadecimal or base 16 numbers are also used in computers and are con-
venient because they match byte capacities. However, the bulk of day-to-day 
calculations used by humans are based on decimal or base 10 numbers. Deci-
mal numbers are somewhat analogous to the QWERTY keyboard: not optimal 
but so widely used that switching to something else would be too expensive to 
consider.

The decimal point seemed to have originated in India during the ninth cen-
tury, but it was John Napier who made the concept important in Western math-
ematics around 1620. Napier also invented logarithms and an interesting manual 
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calculator called “Napier’s bones.” Logarithms were used in the fi rst slide rules 
and hence are an important background topic for analog computation.

The concept of zero seemed to have several independent sources. It was used 
in Babylon with base 60 math, but apparently as a placeholder rather than 
actual calculations. This use was about 2,500 years ago.

The Olmecs and Mayans both used zero as a true number, and it was used 
for calendar calculations, which were quite complex. This use of zero seems to 
date to around 400 AD.

The use of zero in India dates to about 458 AD when it was found in a text 
on mathematics. Whether this was an indigenous invention or inherited from 
Babylon is not certain. Later in the 600s, the famous Indian mathematician 
Brahmagupta wrote a paper on the uses of zero, which moved past zero itself 
into negative numbers.

Decimal numbers, the decimal point, and zero were all important precursors 
leading to computers and software calculations.

Digital Computers

Later chapters in this book will discuss the evolution of digital computers and 
associated software from the mid-1930s through 2010, with projections to 
2019. Suffi ce it to say that software was created specifi cally to operate on digi-
tal computers. Without digital computers, there would be no software. Without 
software, digital computers would have no major purpose and would probably 
not have supplanted analog computers.

Higher-Level Programming Languages

I started as a young programmer in the 1960s. Programming using both 
machine language (mainly for patches and bug repairs) and basic assembly lan-
guage was how I fi rst programmed IBM 1401 computers.

My fi rsthand experience was that machine language was very error prone 
and also rapidly fatiguing due to the high attention span needed to deal with 
it. Assembly language was a step in the right direction, but not a very big step. 
Having to use dozens of assembly instructions to handle calculations or 
format printed output was time consuming and actually boring. Higher-level 
languages, starting with ALGOL, COBOL, FORTRAN, PL/I, APL, and oth-
ers, reduced coding time, signifi cantly reduced coding errors, and converted 
programming into a viable occupation.
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Random-Access Storage

Sequential storage of data on paper tape, card decks, or magnetic tape had a 
fairly long and useful life. But it was very ineffi cient and required far too much 
movement of tapes to achieve high speeds. The invention of disk drives and 
random-access storage allowed faster processing, sophisticated search algo-
rithms, and a path that eventually would lead to today’s “big data” world with 
billions of records and millions of fi les being accessed for specifi c problems.

Without random access, modern computing and software could handle only 
a small fraction of important data analysis problems. Random access would 
also lead to the relational database concept, sorts, and a variety of powerful 
query languages in the Structured Query Language (SQL) family.

The Impact of Software on People and Society

The time frame in which computers and software have developed has barely 
been more than 75 years. Yet their impact on individual humans and on socie-
ties has been as important as the printing press, airplanes, television, and 
automobiles.

Benefi cial Tools and Applications

The following is a summary of tools and applications that have transformed the 
way businesses operate; wars are fought; and individuals gather information, 
communicate, and use their leisure time. It is surprising that these have all orig-
inated within the past 50 years. Probably half of these tools and applications 
are less than 25 years old.

• Business tools

• Accounting

• Actuarial studies

• Advertising via the web

• Agricultural planning

• Analytics

• Bar-code scanners
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• Big data

• Budget analysis

• Cloud computing

• Competitive analysis

• Cost and resource tracking

• Cost estimating

• Crowdsourcing

• Customer relationship management (CRM)

• Customer satisfaction analysis

• Customer support

• Distribution optimization analysis

• Electric power grid controls

• Enterprise resource planning (ERP) packages

• Finance

• Governance

• Human resource management

• Inventory

• Investments

• Just-in-time inventory controls

• Legal support

• Marketing

• Oil exploration

• Order entry

• Order tracking

• Planning and scheduling

• Process controls

• Reservation systems
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• Risk estimation and analysis

• Robotic manufacturing

• Sales support

• Supply chain management

• Surveys and opinion analysis

• Telephone network controls

• Water purifi cation

• Web retailing

• Databases

• Graphics and images

• Music

• Signals and analog

• Text and numeric

• Data warehouses

• Mixed-data forms

• Education tools

• Comparative education statistics

• Curriculum planning

• Customized e-learning for each student

• Skills inventory analysis

• Special tools for the handicapped

• Student research via the web

• Virtual classrooms

• Embedded devices

• Automotive engines and brakes

• Automotive security systems

• Avionic
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• GPS navigation

• Hearing aids

• Manufacturing

• Medical

• Signal processing

• Smart appliances

• Telecommunications

• Government tools

• Air traffi c control

• Background verifi cation

• Budget analysis

• Census

• Court records

• Disaster preparedness

• Economic analysis

• Employment statistics

• Environmental monitoring

• Financial controls

• Health and longevity statistics

• Highway siting, design, and construction

• Identity verifi cation

• Land management

• Law enforcement

• Legislative records

• Mandates and regulations

• National defense

• Patent analysis
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• Political records

• Pollution monitoring

• Prisons

• Property assessments

• Redistricting

• Regulatory agencies

• Risk analysis

• Taxation

• Traffi c analysis and controls

• Unemployment support

• Voter records

• Water supply controls

• Welfare

• Zoning

• Leisure

• Blu-ray and digital video

• Computer games

• Digital music formats

• Geocaching

• Music playlists

• Online magazines

• Streaming video

• Virtual reality worlds

• Medical

• Coordination in real time among medical teams

• External devices

• Implanted devices
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• Insurance record keeping

• Lab tests

• Patient hospital monitoring

• Patient records

• Robotic surgical devices

• Statistics: national, global

• National defense

• Antimissile shields

• Combat simulation

• Command and control

• Cybersecurity

• Deep ocean monitoring

• Early threat warnings

• Encryption and decryption

• Intelligence gathering and coordination

• Logistics analysis

• National Security Agency signal interception

• Satellite monitoring

• Secure communications

• Threat analysis

• Personal tools

• Blogs

• Computers

• Contact lists

• Daily news feeds

• Digital appliances

• Digital cameras
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• Digital image processing

• Digital watches

• E-books

• Email

• Graphics

• handheld full-function digital calculators

• Handicap support for the deaf, blind, etc.

• Home fi nances

• Instant computer chat

• Music

• Natural language translation

• Presentations

• Scheduling

• Search engines

• Smartphones

• Social networks

• Spreadsheets

• Statistics

• Tablet computers

• Text to speech

• Video processing

• Web browsers

• Word processing

• Professional tools

• Accounting

• Analytics

• Animation and graphic arts
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• Architecture

• Civil engineering

• Computer animation

• Data mining

• Drafting

• Economic analysis

• E-learning

• Encryption and decryption

• Engineering

• Intelligent agents for web scanning

• Law enforcement

• Legal support

• Math

• Medical support

• Music composition

• Music recording, playback, and mixing

• National security

• Patent analysis

• Pharmaceutical

• Project management

• Property management

• Publishing

• Real estate listings

• Spell checkers and grammar checkers

• Statistics

• Programming tools

• Application sizing
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• Automatic testing

• Complexity analysis

• Confi guration controls

• Continuous integration

• Cost and schedule estimation

• Data mining of legacy applications

• Debugging

• Inspection support

• Maintenance and support estimation

• Measurements and benchmarks

• Programming language compilers

• Quality estimation

• Requirements and design analysis

• Requirements modeling

• Reusability analysis

• Risk estimation

• Static analysis

• Test tools (design and execution)

• Virtualization

• Website design and construction

• Protective tools

• Antispam

• Antispyware

• Antivirus

• Smart alarm systems

• Scientifi c tools

• Archaeological analysis
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• Astronomical analysis

• Biological analysis

• Chemical analysis

• Computer-enhanced image calibrations

• Computer-stabilized optical devices

• Deep ocean exploration

• DNA analysis

• Epidemiology analysis

• Forensic analysis

• Geological exploration (side-scan radar)

• Linguistic analysis

• Metallurgy

• Meteorology analysis and weather predictions

• Nanotechnologies

• Nuclear device controls

• Physics research equipment

• Self-aiming telescopes for the deaf, blind, etc.

• Simulations of physical phenomena

• Space vehicles, rovers, and satellites

• Visualization

As can be seen from this list, computers and software are making profound 
changes to every aspect of human life: education, work, warfare, entertainment, 
medicine, law, and everything else.

Harmful Inventions

Computers and software have also introduced a number of harmful inventions 
that are listed below, some of which did not exist before. Among the harmful 
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inventions caused by computers and software are identity theft, hacking, and 
computer viruses. These are new and alarming criminal activities.

• Browser hijackers

• Computer botnets

• Computer keyboard tracking

• Computer spam

• Computer spyware

• Computer viruses

• Computer worms

• Computerized customer support

• Diffi culty in correcting errors in computerized data

• Electronic voting machines without backup

• Hacking tools

• Identity theft

• Phishing

• Piracy

• Robotic telephone calls (robo-calls)

• Robotic weapons systems

• Smart weapons: bombs, drones, and missiles

• Spam

• Special viruses attacking industrial equipment

• Spyware

• Stock market software without anomaly shutoffs

• Unintelligible telephone voice menus

• Web pornography
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These threats are comparatively new and all are increasingly hazardous in 
the modern world. Indeed, identify theft has become one of the largest and 
most pervasive crimes in human history. It is also an example of a new kind of 
crime where the criminal and the victim never see each other and can be sepa-
rated by more than 12,000 miles when the crime takes place.

These harmful aspects of computers and software have triggered new laws 
and new subindustries that provide virus protection, hacking insurance, and 
other forms of protection.

These inventions have also led to the creation of new and special cybercrime 
units in all major police forces, the FBI, the CIA, the Secret Service, the Depart-
ment of Defense and the uniformed services, Homeland Security, and other gov-
ernment organizations. The emergence of the Congressional Cyber Security 
Caucus is a sign that that these new kinds of cybercrimes are attracting atten-
tion at the highest levels of government.

Weighing the Risks

Computers and software are making profound changes to every aspect of 
human existence. Many readers have thousands of “friends” on social net-
works. Even more readers follow the daily lives and activities of countless celeb-
rities and personal friends by using “tweets” or short messages. Text messages 
are beginning to outnumber live telephone calls (and also cost more due to new 
computerized billing algorithms).

Purchases of electronic e-books recently topped purchases of ordinary paper 
books. Banks now charge extra fees to provide paper bank statements as 
opposed to online electronic statements. All of our medical and education 
records are now computerized and stored in databases.

It would not be possible to book an airline fl ight or a hotel without comput-
ers and software. Indeed, after large snowstorms or hurricanes when power 
lines are down, many kinds of businesses cease operations because they are no 
longer equipped to handle manual transactions. Computerized games, includ-
ing massively interactive games with thousands of simultaneous players, are 
now the preferred form of entertainment for millions of young people. Modern 
fi lms use special effects with lifelike realism that are generated by computers. It 
is even possible to create new roles for actors and actresses who are no longer 
living by means of computers and software.
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The impact of computers and software has been a mixture of good and bad. 
Certainly, the ability to send emails and text messages and to fi nd information 
on the web are very useful additions to our daily lives. We use GPS maps on our 
smartphones almost every time we travel, particularly when we travel to new 
and unfamiliar locations.

The ability of physicians to communicate instantly with colleagues helps 
medical practice. Computerized medical diagnostic machines such as CAT 
scans and MRI equipment are also benefi cial. Cochlear implants have restored 
hearing to thousands of profoundly deaf patients. Robotic manufacturing is 
cheaper and sometimes more precise than the manual construction of many 
complex devices.

But the ever-increasing odds of identity theft and the constant need to keep 
our computers and electronic devices safe from hackers and data theft are a 
source of continuing worry and also a source of considerable expense.

In evaluating the advantages and disadvantages of computers and software, 
the weight of available evidence is that software and computers have provided 
more benefi ts to the human condition than they have caused harm. Of course, 
those who have been harmed probably disagree.

But statistically looking at all known uses of computer and software in the 
modern world, there have been signifi cant benefi ts in the way we can communi-
cate, transact business, and carry out scientifi c and engineering work. It is 
doubtful that any scientist or engineer would want to stop using computers and 
software. The same is true of many other kinds of work such as health care, law 
enforcement, accounting, and even real estate.

Summary

This prelude showed the evolution and convergence of many fi elds that would 
come together to create modern computers and software. Mathematics, data 
storage and retrieval, communication methods, and software itself would 
come together to create the modern era of personal software and personal 
computing.

Later chapters in this book discuss the evolution of software engineering from 
the earliest dreams of visionaries in the 1930s through the growth of the largest 
and wealthiest companies in human history by the end of the 20th century.
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Chapter 12

A Brief History of 
Cybercrime and 
Cyberwarfare

Because security problems are now endemic and in fact seem to be getting worse 
instead of better, this chapter includes a discussion of all known forms of soft-
ware security problems through 2013, including, but not limited to, botnets, 
denial of service attacks, identify thefts, and far too many more.

Cybercrime is a “new” form of criminal activity that did not really exist 
prior to the development of the internet in the 1990s. There were older forms of 
hacking, such as using tones to gain access to long-distance telephone lines, but 
these did not actually steal valuable property.

In the modern world, criminals can steal fi nancial data, drain funds from 
bank accounts, steal social security numbers and other forms of identity, shut 
down computers, and even cause physical damage to manufacturing equipment.

Cybercrime has moved from being committed by clever amateurs to being the 
focus of organized crime groups. Even worse, cyberwarfare has been integrated 
into the armed forces of every industrialized nation. All of the armed services 
now have cyberwarfare units that attempt to steal information and interfere 
with military equipment and command and control structures. The world is far 
more dangerous today than it was before computers and the internet existed.

A New Form of Crime

New technical devices are always targets for both amateur hackers and profes-
sional criminals. Many are also targets for national governments.

Long before computers, other kinds of technical devices were attacked. For 
example, in 1903, during a live demonstration of a supposedly secure wireless 
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radio transmission developed by Marconi, a hacker interfered by sending his 
own Morse code message to the audience.

Later in the 1960s and ’70s, telephone hackers found that various audio 
tones could be manipulated to gain access to telephone lines and make free 
calls. These hackers were called phone phreakers and they used a battery-
powered blue box to aid in penetrating phone systems. Steve Wozniak, later to 
become famous as an Apple cofounder, built one of these blue boxes in 1972 
while he was a student at Stanford.

After monitoring and tracing millions of calls, eventually AT&T brought 
charges against about 200 of these phone phreakers, who were convicted. 
These convictions put a damper on phone phreaking by amateurs because the 
consequences were severe and apprehension was probable.

Attacking computers and software was not feasible in the early days of 
the computer industry because each computer was physically isolated and 
only a select few programmers and engineers could access them. Later, when 
remote connections to computers via modems entered the picture, it was 
possible for hackers to gain access to computers and software from a safe 
distance.

Data communications between remote computers became possible in about 
1968 due to the development of modems and multiplexors. This led to 
the ARPANET in 1969, which connected the University of California in Los 
Angeles to the Stanford Research Institute (SRI) in Menlo Park.

Internal computer networks began to appear in the mid-1970s. A technical 
set of standards that allowed internetwork communication paved the way for 
the internet. This standard was called the transmission control protocol (TCP) 
and the related internet protocol (IP). These were published under the abbrevia-
tion TCP/IP in 1974.

Other countries had also developed network capabilities, but many used dif-
ferent protocols. It was not until about 1989 that networks from Europe, Asia, 
South America, Africa, and the United States were able to share information. The 
global network later evolved into the modern internet. Networking, like personal 
computers, was to be a signifi cant factor in cybercrime and cyberwarfare.

The Hacker Invasion

There are several points of historical interest that kicked off the arrival of the 
computer hacker.

In 1982, a group of hackers broke into 60 computer systems. Newsweek had 
a cover story about this and popularized the word “hacker.” This attack led to 
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the fi rst congressional hearings on computer security and also to new laws 
against cybercrime.

In 1983, a University of Southern California graduate student named Fred 
Cohen fi rst used the phrase “computer virus.” This was the fi rst scholarly paper 
on computer software attacks, and it would become an important milestone in 
later antivirus defenses. His paper was titled “Computer Virus: Theory and 
Experiment.”

Note
As is often the case, science fi ction predated real science. The concept of a computer virus 
was published in 1969 in a story by David Gerrold in Galaxy Magazine. And in 1984, the term 
cyberspace was introduced in William Gibson’s science-fi ction novel Neuromancer.

It is of sociological interest that hackers soon began to coalesce into organized 
groups that shared data and information. These groups started to appear in the 
early 1980s. In fact, hackers soon created a national magazine and began to hold 
conferences such as the famous Black Hat conference. This alarming social 
phenomenon led to a signifi cant advance in virus and threat technologies, includ-
ing polymorphic viruses, worms, botnets, and many others discussed later in this 
chapter.

As hacking became popular, several forms of hacking were defi ned by using 
hat colors to indicate different levels of ethics and criminality.

• A white hat hacker is one who hacks for benign purposes such as inform-
ing companies of security vulnerabilities. Many white hat hackers assist 
law enforcement groups.

• A black hat hacker is one who hacks for malicious purposes such as iden-
tity theft or disrupting computer and network operations. Many black hat 
hacks are criminal offenses in most countries, and law enforcement groups 
attempt to identify this class and arrest those who have committed serious 
criminal acts.

• A gray hat hacker is one who combines ethical and nonethical behavior. For 
example, a gray hat hacker might penetrate a security fl aw in a corporate 
system. Instead of doing damage, the gray hat hacker might ask for money 
to tell the security offi cials of the company exactly what the security fl aw is 
and how it can be fi xed. This is not illegal but not ethical either.

• A blue hat hacker is usually an employee of a software or computer com-
pany who uses hacking skills to help test new software prior to release. 
This term is used within Microsoft, for example.
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During the 1980s and ’90s, hackers and cybercriminals seemed to be better 
organized and have access to more current data than those charged with 
defending networks from attack.

Note
In the late 1980s, I did an informal survey of books and journal articles on hacking and on 
defenses against hacking. The number of pages of hacking material outnumbered the number 
of pages of defensive materials by more than seven to one.

Preparing Defenses

As a result of widely reported attacks on computers and software, defensive 
antivirus programs began to enter the commercial market. There are many of 
these today, but Table 12.1 shows some of the earlier ones.

There are other antivirus and antimalware products besides the ones shown 
in the table. Readers are urged to seek out reviews of antivirus products and 
acquire one, then keep it updated with the latest threat information.

In 1988, the Defense Advanced Research Projects Agency (DARPA) created a 
cybercrime response unit. This unit is called the Computer Emergency Readiness 
Team (CERT), and it operates with the Software Engineering Institute (SEI) on 
the campus of Carnegie Mellon University in Pittsburgh, Pennsylvania. CERT 
carries out a number of research programs in cybersecurity.

Table 12.1 Arrival of the Antivirus Subindustry

Company Year

AVAST 1996

AVG 1992

Avira 1988

BitDefender 2001

Kaspersky 1993

McAfee 1987

Microsoft AntiVirus 1993

Norton AntiVirus 1990

PANDA 1990

TrendMicro 1988

Webroot Spy Sweeper 2002
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Early hacking and attacks during the 1980s were, for the most part, carried 
out by amateurs and often by teenage hackers. In the 1990s, hacking and 
cybercrime began to take a more serious turn.

The fi rst cause of the increase in the sophistication of cybercrime is because 
the items that might be stolen greatly increased in value and quantity. By the 
end of the 1990s, huge corporate databases contained credit card data; social 
security numbers; banking information; real estate ownership data; criminal 
records; military records; voter names and addresses; medical records; and 
purchase information about autos, appliances, and thousands of other things.

Not only were valuable data stored on computers and in databases, but the 
defenses against theft of these data ranged from rudimentary to only fairly 
effective in the 1990s. As shown in Table 12.1, antivirus packages were fairly 
late arrivals. Another defense mechanism, also a late arrival, was that of 
computer fi rewalls to fi lter out attacks.

Digital Equipment Corporation (DEC) wrote the fi rst technical paper on 
fi rewalls in 1988. Other work was done by Bell Labs circa 1990. Probably the 
fi rst commercial fi rewall product was released in 1995 and was called Gauntlet.

In the late 1980s and early ’90s, software defenders began to organize. For 
example, the well-known SANS Institute was founded in 1989 to provide 
security training and certifi cation.

Other groups formed to study security in a variety of contexts. Many were 
associated with universities such as Stanford, MIT, the Imperial College in 
London, and most other large schools with computer science curricula.

Major computer companies such as IBM, Apple, and Hewlett-Packard formed 
internal corporate security research labs, as did large software companies such as 
Microsoft, Google, and Computer Associates.

There were also many government security groups within existing organiza-
tions such as the Secret Service, the FBI, the National Security Agency, the CIA, 
the Department of Defense, and the uniformed services. Later, Homeland 
Security would play a major role in cybersecurity.

The larger antivirus companies such as Symantec and Kaspersky and 
BitDefender found that they needed full-time research groups to keep current 
on threats, so this provided another form of cybercrime research.

In 2008, Congressmen James Langevin (a Democrat from Rhode Island) and 
Congressman Mike McCaul (a Republican from Texas) formed the Congres-
sional Cyber Caucus. This group collects data on cybersecurity for both con-
gressional use and public use.

Congress has thus far failed to pass enabling legislation on cybersecurity 
such as the bill put forth by Senator Joe Lieberman (an Independent from 
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Connecticut) and Senator Susan Collins (a Republican from Maine). This bill 
failed to pass on November 14, 2012, by a vote of 51 to 47. The name of the 
bill was the Lieberman Collins Cyber Security Bill.

This failure by Congress to take effective action on cybersecurity is yet 
another sign that Congress has become inept at dealing with cybercrime. With 
cybersecurity, congressional failure is often worse than ineffective: It is actually 
harmful to the U.S. infrastructure.

Although cooperation and coordination among these disparate groups were 
suboptimal, at least computer and software security was getting serious atten-
tion by competent research teams.

Increasing Seriousness of Cyberattacks

The existence of valuable commodities such as credit card numbers that could 
be sold or used naturally attracted criminals that had computer skills, which by 
the late 1990s was very common.

Compared to stealing physical objects such as money, stocks, jewelry, or elec-
tronics, the theft of computer records has some distinct advantages. First, the 
stolen materials have no physical presence and can be removed at almost the 
speed of light and relocated to any other computer in the world in any country.

Unlike the theft of physical objects, theft of data does not necessarily remove 
the stolen material; it only makes a copy. This makes tracking of stolen objects 
diffi cult because they usually are still in place, but a copy has been made.

Computer theft is also fairly hard to track, and even when specifi c computers 
are identifi ed that took part in the theft, there is no easy way of knowing who 
actually used them to commit a crime.

Apprehending a clever and skilled hacking group is not impossible, but the 
rate of apprehension is probably well below the apprehension rate of armed 
robberies. Even so, monthly arrests for cybercrime currently top 500 per month 
in industrialized countries.

A second factor leading to an increase in computer crime is the attention paid 
to computers and the internet by political activists. The term hactivism was 
coined in 1996 by a member of a computer hacker’s group. Political hacking 
often takes the form of denial of service attacks against offending companies or 
political organizations.

However, political hacking is also involved in the theft of secret and propri-
etary information. The political groups Anonymous and WikiLeaks, for 
example, are frequently cited in news stories about theft of government and 
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military data. WikiLeaks became notorious for releasing classifi ed emails and 
military information.

A third factor was the dissolution of the Soviet Union on December 26, 1991. 
The fragmentation and reduction of former Soviet security organizations would 
soon lead to an alarming increase on crime throughout the former 15 republics 
of the Soviet Union. In time, the Russian Mafi a would become a feared interna-
tional crime organization.

From the standpoint of computer crimes and hacking, a signifi cant number 
of former KGB and state security offi cers were left without jobs, or at least 
without jobs that paid well. Some of these began to use their skills for hacking, 
and others became connected with organized criminal groups in Russia, 
Ukraine, and the other former Soviet bloc countries.

A fourth and perhaps the most important factor was the awareness by 
national governments of the importance of computers for national defense. A 
hundred years ago, wars took place on land, sea, and air. Starting in the 
1960s, wars could occur on land, by sea, in air, and in space. Today, wars can 
occur on land; by sea; and in the air, space, and cyberspace.

All major industrial countries have large and growing cyberwarfare units 
that are staffed and operational: China, Cuba, France, Germany, India, Iran, 
Israel, Japan, North Korea, Pakistan, Russia, the United Kingdom, and the 
United States probably have, in total, more than half a million cybersoldiers 
and cyberoffi cers deployed, and these groups are growing faster than conven-
tional armies, navies, and air forces.

Although these countries are not presently in armed confl icts with one another, 
attempted sabotage and theft of secret data probably occur on a daily basis. 
Cyberwarfare does not yet have effective treaties or any way of monitoring 
attacks that is 100% effective.

In recent congressional testimony, the Chief Security Offi cer of Oracle, Mary 
Ann Davidson, put forth the suggestion that the Monroe Doctrine should be 
modernized to include cyberattacks on computers in the Americas as hostile 
actions that the U.S. government would regard as belligerent.

In fact, truly successful attacks may not be recognized by the country receiv-
ing the attacks for months, if at all. This kind of warfare is new and plays by 
different rules from wars fought with conventional weapons.

When a country explodes an atomic bomb or launches a new missile or satel-
lite, everybody knows about it the same day. When a country attacks computer 
systems in another country, a major part of the attack strategy is to keep the 
attack secret so that no one knows about it.
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The antivirus company Symantec publishes lists that show where hacking 
attacks originate that have U.S. targets. The top, according to this list, are the 
following:

• United States

• China

• Brazil

• Germany

• India

• United Kingdom

• Russia

• Poland

• Italy

• Spain

Computer usage is now global, and computer crime is a phenomenon that 
requires global cooperation on the part of cyberdefenders.

Technically, cybercrime and cyberwarfare are about the same, but cybercrime 
is carried out by individuals or criminal groups, while cyberwarfare is carried 
out by military personnel, government organizations, and their civilian contrac-
tors under the command of senior offi cers or senior government offi cials. Both 
cyberattacks and cyberwarfare present increasingly serious threats to individu-
als, companies, governments, and military services.

A Growing Number of Victims

To show readers samples of how prominent cybercrime has become in the modern 
era, readers are referred to an interesting article by Taylor Amerding published on 
February 15, 2012, on the CSO Online website. The title is “The 15 Worst Data 
Security Breaches of the 21st Century.” A few of his samples are discussed below, 
together with other noteworthy attacks:

• In March 2008, about 134 million credit card numbers were stolen from 
Heartland Payment Systems. The attack used a Software Query Language 
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